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Social Network Analysis for Insurance Fraud Detection
Although the literature on fraud detection in general and fraud detection using social network analysis specifically

is quite extensive, its applications have only recently found their way into the actuarial scientific research. This
thesis gives an overview of the different techniques that are used to study these social networks. Two state-of-the-art
algorithms are applied to a motor insurance claim dataset. Different metrics are used to evaluate the output of these
models. On the one hand, the global model performance is evaluated using the classical techniques. On the other, the
complementarity of these new predictions for only the top scores is studied. This research shows that social network
analysis leads to novel insights that can be leveraged to uncover more illicit claims. This work adds to the literature
by applying these novel network techniques in the context of insurance fraud, and by measuring in what way the
network information is captured by the models. We will not touch on resampling techniques, hyper-parameter tuning
etc., to enhance the models, as this thesis only serves as a proof-of-concept to see whether it is indeed worthwhile for
the modeller to include these social networks.
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General Introduction

The underwriting of an insurance contract is based on mutual trust between the different
parties. When a person takes out an insurance policy, they pay a premium and expect
the insurance undertaking to pay if the insured event, e.g. a car accident, materialises.
On the other hand, the insurance company must be sure that the full claim amount is
legitimate, i.e. it relates to the actual insured event and the person filing the claim does
not exaggerates the damages. However, there will always be people who try to game
the system, and extract more money from the insurer than necessary in order to enrich
themselves.

This filing of fraudulent claims is far from being a small problem. The massive impact
of fraud can be observed all over the world. In the U.S., it was estimated that in 2010
the yearly total cost was over $40 billion. This cost resulted in an estimated increase of
the yearly premium by $400 to $700 for an average U.S. household [3]. According to a
publication of the Belgian professional association for insurers, Assuralia, 5 to 10% of
claim payments for P&C insurance in Europe can be seen as insurance fraud. Looking
at the Belgian market, the fraudulent claims amount to e250 million, which results in
an estimated increase of e60 to e125 of the insurance premium for a Belgian family [2].

Given the high monetary impact, both the insurance undertakings as well as the
different governments are motivated to tackle this problem, both by predicting and pre-
venting fraud. In order to prevent fraud, insurance companies have put fraud detection
mechanisms in place. This mostly consists of machine learning algorithms that take in
different claim attributes, e.g. the location, the time of day etc. and that assign a fraud
score to the claims [15]. These models are used to enhance the business rules that are
in place, which are based on the experience and intuition of a domain expert [15, 6].

Fraud detection is by nature very challenging. This is because the (labelled) fraud
cases are uncommon. Fraudsters try to cover their tracks by anticipating the business
rules in place. In addition, they try novel techniques to commit fraud, which means
that the detection techniques need to evolve constantly over time, as they are trained
on historical data [6].

One new way to enhance the fraud detection algorithms is using social networks.
These social networks represent the different relationships and connections between dif-
ferent people, as well as other objects, which will be the case in this work. First of all,
non-life insurance lends itself well to the build-up of a network structure. When looking
at a motor insurance, which will be the basis of study in this thesis, there are a multi-
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tude of interactions that result in a network. At the underwriting of a policy, there is a
connection between the person who buys the policy and the broker who sells it. They
are connected via the policy to the car that it covers. In case there is an accident, a
claim is filed, and in this accident, a couple of parties can be involved. First, there is
the driver of the car, who can be different from the policyholder, e.g. the person’s child.
Next to that, another car covered by another policy can be involved as well. This then
connects different people, cars and policies with each other, from which a whole network
grows (see Figure 1).

The policy holder

The driver

BD

The counterparty(ies)

The Broker

Policy Vehicle

Claim

Drives

Owns

Sells

Covers

Involved

with

Figure 1: Example of a network structure for motor insurance claims.

The second main advantage is that it may help to build a more robust fraud detection
algorithm. A network can uncover hidden patterns that can never become visible using
only the claim-specific features. One of the problems is that fraudsters try to cover their
tracks. In a social network context, this is much harder because the person would need
to change the network structure of a large part of actors in the network in order to blend
in [6]. This is because every filed claim and interaction can cause new connections in
the network, which results in new patterns that may give you away.

There is, however, a large disadvantage. In the past, when one only worked with
claim-specific attributes, the number of features was fixed. This makes it possible to
track all claims by adding them in a table. Most machine learning algorithm are adapted
to take in these data tables to first train themselves and later make new predictions.
For network data, this is much harder. Even if you only keep track of a claim’s direct
neighbours, i.e. other objects it is connected to, you cannot keep track of this with a
fixed length of features. If you take this number too small, you quickly run into the
problem that some claims have too many neighbours. However, if you take it too large,
you have a lot of unfilled features, which will influence the performance of your model.



Therefore, it is important to try to incorporate as much information from the network
as possible, using a relatively small, and fixed, number of features. This will be an
important part of the work done here.

In this thesis, we will focus on how to meet this problem and on the information
that can be extracted from a network representing motor insurance data. In Chapter 1
we define more rigorously what a network is and the techniques that are used in the
literature. This chapter also introduces some of the basic network features that are
going to be used later on when building a model.

Chapter 2 explains the dataset we are going to use. In addition, the concepts that
will be needed for the next chapter are discussed.

Afterwards, we start with the main techniques used in this thesis. The first is the
BiRank algorithm which will be defined in Chapter 3. This is an extension to the famous
pagerank. It tries to assign fraud scores to each claim, using the information coming
from and the interconnectedness to other actors in the network, which may or may not
already have a priori fraud information that can be leveraged. A second method is
introduced in Chapter 4, which is called the metapath2vec algorithm. This one does not
incorporate a priori fraud information, but tries to uncover the structure of the network
and place of each node in it using guided random walks. This structure is captured
in a low-dimensional representation of the network using natural language processing
techniques.

Up until then, we have only used network data. Chapter 5 adds the claim spe-
cific features to the dataset. This extra data is combined with the network features to
iteratively build and compare fraud detection models in Chapter 6.

Finally, Chapter 7 tries to interpret the previously obtained results. We not only look
at the global performance, but also at the performance for the top scores, since this more
accurately reflects the usage of these models in practice. Next to that, we study whether
these different models with and without network data give complementary results, or
whether they all point in the same direction. The latter would mean that incorporating
social networks does not bring anything new to the table.

We note that the main purpose of this work is to analyse whether social network
analysis can bring new insights for fraud detection. Here, we will not be focusing on
obtaining the most performant model possible. Hence, we will not touch on resampling
techniques, hyper-parameter tuning etc., to enhance the models, as this thesis only serves
as a proof-of-concept to see whether it is indeed worthwhile for the modeller to include
these social networks.

The accompanying code for this thesis can be found on GitHub:
https://github.com/B-Deprez/Fraud_with_Network_Thesis.

https://github.com/B-Deprez/Fraud_with_Network_Thesis




Chapter 1

Social Networks and Their
Embeddings

There are multiple modelling techniques available today to tackle fraud detection prob-
lems. The data that is fed into these models are mostly in tabular form, and the models
are specifically built for that. To train these, one often assumes that the observations
(xi, yi) are i.i.d. (not including any social connections). When moving to networks of
reported claims, it is not possible to feed these networks into the aforementioned models.
The problem is that these networks can be of arbitrary size, and that their topological
structure often is complex [1, 01-intro]. This makes it hard or even impossible to assign
to each observation a fixed length of features that captures all information about its po-
sition in the network. In addition, since networks are build using relations between the
actors in it, we can no longer justify assuming that these observations are independent.

In this thesis, we want to present the information of the social networks in such a
way that these can be used in algorithms to uncover fraudulent behaviour. As will be
discussed in Chapter 2, this will be done on past network data representing car insurance
claims. Using this past data, we want to leverage the social connections in the network
to uncover meaningful insights for predicting new fraud.

This first chapter introduces the key concepts of social networks, also known as
graphs, and later move to the techniques used to represent the network into tabular
form, which are called network embeddings. This will lay the groundwork for all other
work done in the following chapters in this thesis.

The chapter is organised as follows. Section 1.1 gives the definitions of the main
topic of this work, namely graphs. In addition, the different kinds of graphs/networks
are introduced.

In Section 1.2, we explore the concept of network embeddings. We will see what they
are and where these can be used when trying to uncover insurance fraud.

The next section, Section 1.3, covers related work in the scientific literature. It will
be shown that there are different branches one can use to deal with finding fraudulent
behaviour in the social network.

Finally, we give an summary of where our work fits into the literature in Section 1.4.

1



2 CHAPTER 1. SOCIAL NETWORKS AND THEIR EMBEDDINGS

1.1 An Introduction to Networks

1.1.1 Basic Concepts

A fundamental understanding of networks is needed to further build towards network
embeddings. As a first remark, we note that networks are also referred to as graphs in the
scientific literature. In most cases, these two terms and their accompanying terminology
can be used interchangeably. There is, however, a subtle difference in the usage of the
terminology, as explained in [7, Chapter 2]. The terms related to graphs are used when
discussing the mathematical properties of a network, where the term network indicates
that one is dealing with a real system. In the definition that follows, we mention the
terminology for both graphs and networks, but throughout this thesis, we try to stick
to the network-related nomenclature.

Definition 1.1 is based on [6, Chapter 5] and introduces the concept of networks.

Definition 1.1. An network (graph) G(V,E), consists of a set V of nodes (vertices).
The set of links (edges) E ⊆ V × V expresses the connections between the nodes.

Depending on the elements of V and E, different names are given to the networks [4].
We say that the network is undirected if all edges eij = (vi, vj) in E are unordered pairs.
In this case, the direction of the connection does not matter. Mathematically, we can say
that eij = eji or that eij ∈ E holds if and only if eji ∈ E also holds. A classic example of
an undirected network is one representing friendships between people. Here, the nodes
are the different persons under consideration and the links represent being friends of
one another. When Alice is friends with Bob, Bob is also automatically friends with
Alice. There is not inherent direction associated with the links. A representation of an
undirected network is shown in Figure 1.1. Coming back to the friendship example, we
have that A and B, and B and C are friends, but A and C are not.

Figure 1.1: An undirected network. There is no inherent direction in the relationships.

Next to undirected networks, we can also have directed networks. Here, it is necessary
to state in which node the link starts and in which it ends. Think about a large online
platform where the nodes are the people, and the links represent following someone.
When Charlie follows Dylan, it does not automatically mean that Dylan follows Charlie
back. Hence, ecd ∈ E, but edc /∈ E, which means that E is not symmetric, resulting in
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a directed network. It is possible to have both eij and eji in the set of links. Coming
back to our example, when both Charlie and Dylan know each other well, they will most
likely follow each other on the platform. A representation of a directed network is shown
in Figure 1.2. Coming back to the following example, we have that A follows B, but B
does not follow A back. This is represented by the arrow. There is also a link between
B and C, but we do not use an arrow there. This means that the connection goes both
ways, i.e. B and C follow each other. This could also be represented by two arrows, one
starting in C and ending in B, and one the other way around.

Figure 1.2: A directed network. The direction is indicated by the arrow. No arrow
means that the connection goes both ways.

Both examples given above are what is called homogeneous networks. A homoge-
neous network is defined by imposing that all nodes are of the same type, as are all
the links. When multiple types are possible for the nodes, links or both, the network is
called heterogeneous. An important example is where nodes can be either an insurance
company’s client or a reported claim to the insurance company. The links can express
the fact that the person is involved in the claim. This is actually also an example of a
special kind of heterogeneous network, i.e., a bipartite network [6, 7, 28].

Definition 1.2. Suppose we have a network G(V,E), where the nodes are of one of
two types, i.e., where V = V1 ∪ V2 and V1 ∩ V2 = ∅. Then the network G is a bipartite
network if the possible edges are only between nodes of different types. This means that
E ⊆ V1 × V2.

Depending on the context, V1 × V2 can be either a directed or undirected set.

We go back to the insurance example of clients and filed claims. There can only be
links between a client and a claim. We do not allow connections between two persons,
and neither between two claims. Hence, there is a clear distinction between the two types
of nodes, and only inter-group links are possible. Hence, it meets the Definition 1.2 and
this network is a bipartite network.

Next to having different types of nodes, it is possible to have networks where the
node types are the same, but the edges represent different kinds of relationships. Think
of a network of cars where one type of edges connect cars that are part of the same
household, and the other type represents cars that were involved in the same accident.
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These networks are also considered as heterogeneous networks. Later on, in Chapter 2,
we are going to consider a heterogeneous network with both different types of nodes and
different types of edges.

Next to their types, the edges in the network can carry additional information about
the strength of the connection. This is most commonly done by assigning a weight
to them. An example would be that you have a social network representing friendships
between people. In order to have a better representation of the strength of this friendship,
you can assign the number of years two people have been friends as a weight to the
corresponding edge. Even if the network would be unweighted, which means that you
either have a connection between two nodes or not, you can still work in the weighted
framework. One can represent the existence of an edge as having weight one, where the
absence of an edge is represented by weight 0. This will come back when introducing
the different representations of networks in the next section, and more specifically in
Definition 1.3.

1.1.2 Representing Networks

When dealing with networks, it is important to have a good representation with which
you can do further calculations. The representation must encompass the full network,
since these will be used to construct the algorithms to build the features which are used
down-stream in a typical fraud detection algorithm. Representing a network can be
done in different ways [6, Chapter 5], of which we will explore two. When the dataset is
very limited, one can try to draw the network and work with this to do further analysis
by hand using pen and paper1. We already introduced this representation before in
Figure 1.1, without mentioning it explicitly. There, we can quickly grasp the full extent
of the network.

The previous representation is a very intuitive way of dealing with networks. When
these are not too large, it can be easy to see the most important structures in the
data. To come to a method that is on the one hand mathematically more pleasant and
also works with larger datasets, we introduce the concept of the adjacency matrix [7,
Chapter 2].

Definition 1.3. Let N be the number of nodes. Then the adjacency matrix A of a
(weighted) network is an N ×N matrix with entries

Aij =

{
wij if there is a link between node vi and vj

0 otherwise
,

where wij represent the weights of the edges. When dealing with a unweighted network,
all wij are set to 1.2

1Of course one may use methods other than pen and paper to do the calculations, like a blackboard,
a tablet etc.

2Most real-life networks have far fewer connections than theoretically possible. It is to say that most
nodes are connected to only a few other nodes. This results in a matrix with many 0’s, called a sparse
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Figure 1.3: The bipartite network from Example 1.4.

Note that there is a one-to-one connection between the set of edges E and the adja-
cency matrix A. The rows represent the starting point of an edge, and the columns the
ending point. A non-zero element denotes that a particular edge is present in E. Hence,
one can construct A from E and vice versa. Also note that when we are working with
undirected networks, we have that A is symmetric, so A = AT . This is not necessarily
the case when the network is directed.

In case of a bipartite network as defined in Definition 1.2, i.e., where we have two
distinct types of nodes where only inter-group connections are possible, we can define
the adjacency matrix a bit differently by using our knowledge of the network. This
representation will be important later on in Chapter 3.

We know that there can only be a link between nodes of different type. If we again
indicate the two groups by V1 and V2, and take Ni = #Vi, we can take the adjacency
matrix A to be an N1 ×N2 matrix with Aij indicating if there is a link between vi ∈ V1
and vj ∈ V2.

The matrix A is no longer symmetric, but we gain an important property. We can
easily make the projection from the bipartite network to a homogeneous network con-
sisting of the nodes of either V1 or V2. This is done by making the matrix multiplication
A ·AT or AT ·A, respectively. This is illustrated in the next example.

Example 1.4. Suppose that two claims were reported to an insurance company, claim
x and y. In total, three persons were involved in these claims, namely person 1 and 2 in
claim x and person 1 and 3 in claim y. This network is represented in Figure 1.3. Note
that we will opt to use undirected graphs when working with claim data. This enables
us to move through the graph from one claim to the other. If we were to use directed
graphs, say from a claim to the persons involved, we could start of in a claim in the
network and move to a person, but there would be no way of going from this person to
another claim due to the inherent direction of the connections.

matrix (see Figure 2.1 later on in Chapter 2 for an illustration of this). Saving it like this on a computer
results in a lot of wasted memory and ultimately slows down your calculations. Therefore, these matrices
will most often be stored in a more memory-efficient way. This falls outside the scope of this thesis, and
will not be discussed further.
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Figure 1.4: The projected network from Example 1.4.

The question that we are asked is to project this bipartite network onto a homo-
geneous network representing the relationships between the three claimants. It is clear
from the picture that we want a connection between 1 and 2, and 1 and 3.

Mathematically, we can do this as follows. We use the alternative definition of the
bipartite adjacency matrix, and construct A as

A =

1 1
1 0
0 1

 . (1.1)

Here, the rows represent the persons involved, and the columns correspond to the dif-
ferent claims.

The adjacency matrix of the projection is obtained by multiplying A with its trans-
pose:

A ·AT =

1 1
1 0
0 1

 · (1 1 0
1 0 1

)

=

2 1 1
1 1 0
1 0 1

 .

When translating this new adjacency matrix back to a network, and ignoring the
diagonal elements, i.e. the self-connections, we obtain the one represented in Figure 1.4.
This is exactly the one we expected using the gained insights from Figure 1.3.

Note that the diagonal denotes the degree of the nodes in the original network
(see Section 1.3.1). When doing the projections via matrix multiplication these self-
connections will always arise. Depending on the context, one can choose to ignore these
diagonal elements.

1.2 Network Embedding

The previous section laid out the most important concepts that define a network. In this
section, we explore the concept of network embeddings. We begin with the mathematical
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definition [4], and then explain what it means and why it is an important concept to
study in the context of this thesis. Each node/network embedding is defined by an
embedding function.

Definition 1.5. Let d ≥ 1 be the dimensionality of the node/network embedding. A
node embedding function f is a map f : V → Rd that maps each node v ∈ V to a
real-valued feature vector in Rd, where d << |V |.

A network embedding is used to translate the network structure into tabular format.
Each node is an entry in the dataset and the embedding tries to capture the most
important information in the network and translate that into d features. It is preferred
to have a d that is not too large, i.e., we want to make a low-dimensional projection of
the data while losing as few information as possible [20]. These network features can
then be used to enrich an existing dataset that already contains some intrinsic features,
i.e. the claim-specific information used in classic methods. These intrinsic features are
independent of the nodes surrounding [36, 28], e.g., the age of the policyholder or the
location of the accident in the context of a car insurance.

These newly generated network features can then be used to solve the network anal-
ysis task very efficiently with classic machine learning algorithms. Since Definition 1.5
is quite broad, a multitude of different embedding functions have been constructed and
researched. We will handle some of these in the next section.

1.3 Related Work

In this next section, we explore the literature on network embedding to see what infor-
mation can be extracted from the network, how it can be done efficiently and how it can
be used to detect insurance fraud. We explore different paths that can be taken when
trying to find patterns in the data. First, we discuss some basic concepts regarding in-
formation that is present in the network. After that we look at the three main branches
identified in the literature, namely anomaly detection, guilt by association, and random
walks combined with natural language processing.

This section is meant to give a high-level overview. We go into more detail later for
those algorithms that will be applied.

1.3.1 Basic Features

This first set of embeddings deals with calculating different metrics, namely the neigh-
bourhood and centrality metrics, of each node. These are elementary concepts and are
therefore covered in multiple textbooks about graphs [6, 7]. As we will see later, some
algorithms rely on these node characteristics to uncover anomalies in the data.

An important neighbourhood metric is the degree of a node. This is nothing more
than the number of connections of that node, i.e the number of edges of that node.
When we are working with undirected graphs, and we use the adjacency matrix as in
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Definition 1.3, the degree can be calculated by taking the row or column sum:

di =
N∑
j=1

Aij =
N∑
k=1

Aki. (1.2)

In the context of fraud detection, one can also define the fraud degrees. These count the
node’s absolute or relative number of neighbours that are known to be fraudulent cases.

Other features that capture the importance of the nodes in the network are called
centralities. These measures are based on the paths one can take in the network. So,
before defining different centralities, we will first handle the paths in a network. A path
is defined as follows [13, 7].

Definition 1.6. A path of length n in a network G(V,E) is an ordered list of n connec-
tions:

(e1 = (v1, v2), e2 = (v2, v3), . . . , en = (vn, vn+1)) .

Here, it is possible that vj = vk for j 6= k, as they are just numbered according to the
step time the path goes through the node. One can pass through the same node multiple
times.

A special path is the geodesic or shortest path possible between two nodes. The
length of this path is called the geodesic distance between these nodes.

Using this definition, we will define the neighbourhoods of a node formally [40]

Definition 1.7. Given a node vj from the network G(V,E), we define the order n
neighbourhood of vj , N n

j , as the subset of the nodes V containing the nodes that have
a distance to vj equal to or lesser than n. In addition, the order n neighbourhood also
contain the node vj .

The strict order n neighbourhood contains all nodes at exactly distance n, i.e., all
nodes in N n

j \ N n−1
j .

Going back to fraud detection, it can be of interest to know how far a node is from
fraudulent nodes. If a node is close to a fraud case, then the latter can have a high
influence on the former.

As said before, these geodesic path are used to calculate different centrality metrics.
A first one is the closeness centrality, which measures the average distance between our
node of interest ei and all other nodes in the network:

ci =

(∑
j 6=i d(vi, vj)

n− 1

)−1
, (1.3)

where d(vi, vj) denotes the (geodesic) distance, i.e., the length of the shortest path
between nodes vi and vj . The term between brackets in Equation (1.3), the average
(geodesic) distance, is called the farness. This is expressed mathematically as fi = c−1i .

Another centrality measure is the betweenness. This metric expresses the number of
shortest paths between any two nodes in the network that pass through a given node. If
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we express the number of geodesic paths between nodes vj and vk as gjk and the number
of those paths that contain vi as gjk(vi), then we can calculate the betweenness of node
vi as:

bi =
∑

j<k:j,k 6=i

gjk(vi)

gjk
. (1.4)

In a way, more information passes through nodes that have a higher betweenness central-
ity. These nodes are also more likely to be the connection between different communities
in the network. This is illustrated in the next example.

Example 1.8. We take the network as in Figure 1.5. We clearly see two communities
with three nodes each, and one node in the centre that connects the two. As said before,
we expect this connecting node to have the highest betweenness centrality.

Figure 1.5: The network from Example 1.8.

This is also what we see. The middle node has a bi of 0.6. The two that it is
connected to both have a betweenness centrality of 0.533... . The other four nodes have
a betweenness of 0.4.

Due to the particular shape of this network, the closeness centrality follows a similar
trend, with values of 0.6, 0.5454... and 0.4, where we take the same order of nodes as for
the betweenness.

These basic neighbourhood features are the basis to uncover uncommon behaviour.
This is done via the principles of anomaly detection discussed in the next section.

1.3.2 Anomaly Detection in Social Networks

This part is based on the literature overview of [8]. In the paper, anomalies are defined as
patters whose behaviour varies significantly from the majority of the data. Anomalous
behaviour in a pattern can be, e.g., one node that has a high betweenness centrality
while all others have one that is much smaller. Although not all anomalous patterns are
ill-natured, these can be used to uncover fraudulent behaviour. Since less focus will be
put on these techniques, we quickly go over them for the sake of completeness.
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Using network based anomaly detection gives an edge over the classic anomaly de-
tection methods. As mentioned in [8] and [6], fraudsters try to mimic normal behaviour
to avoid detection. However, due to the robustness of the network, it is much harder to
hide your tracks in the network, since these are now detected using the patterns hidden
in the network.

Different types of anomalies can be detected; anomalous nodes, edges or sub-graphs.
For this, different approaches can be used. The first is clustering/community-based.
This is used for both anomalous node and edge detection. The important part is to
apply an algorithm to cluster the nodes/edges in some way, by defining communities
and neighbourhoods in the network. The anomalies are those who interconnect different
clusters but do not seem to belong to any of them.

A second method is network-structure based, which is used for anomalous node and
sub-graph detection. The idea here is to apply basic network embeddings, as discussed in
Section 1.3.1, and feed the newly constructed data points into classic anomaly detection
algorithms to see which nodes/sub-graphs are outliers.

The last method we are going to consider is signal processing based and is specifically
used for anomalous sub-graph detection. Here, comparatively small anomalous sub-
graphs are treated as signals. A more general approach is to study the graph’s Laplacian
matrix’s spectral properties to uncover possible anomalous sub-graphs in the network.

The interested reader can find more details and references in [8].

1.3.3 Guilt-by-Association

Guilt-by-association algorithms, also called collective inference algorithms, try to obtain
stronger signals by combining weak ones [22]. The idea is that we can make well-educated
guesses about the type of every node by just knowing a few node types in the network.
This leverages the social phenomenon that fraudster tend to cluster together, which is
called “homophily”. If you have filed a new claim, and it is known that your previous
two claims were fraudulent, it is highly expectable that this newly reported claim is also
fraudulent. Inside our claim network, these claims will all be close to each other, since
they are all connected to the same person, and will therefore influence each other.

It is shown in [22] that the most popular methods, Personalized PageRank, Semi-
Supervised Learning and Belief Propagation, are very similar. They can all be trans-
formed into the problem of solving a linear system in matrix notation. These are then
solved in an iterative way.

The idea of the PageRank [30] has been extended to bipartite networks to be used in
social security [39] and credit car fraud detection [38]. More recent work [28] has used
the BiRank algorithm [19] in the context of insurance fraud detection. This BiRank
method is the object of study in Chapter 3.

All of the above papers use the fraudscore coming from the iterative methods as an
additional source of network information, pooled together with information from the
node’s neighbourhood and intrinsic features to build a fraud detection algorithm.
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1.3.4 A Combination using an Expert System

One of the first papers dealing with fraud detection in automotive insurance using social
networks [36] combines what we have seen so far. The main idea is to go through different
steps in order to uncover groups of fraudulent persons. As mentioned in the paper, the
authors are convinced that a stand-alone fraud detection algorithm is not enough to
uncover maleficent claims. That is why the input of an industry expert is needed in the
different steps. In the end, it is also this person that needs to interpret the results in
order to see which claims need to be further investigated. Hence, no decisions are done
by the system alone. In this section, we go a bit deeper into the paper [36] to indicate
where the different aspects of the previous sections come into play.

The first step is, of course, building the network from the dataset. After this is
done, one needs to break up the connected components in the network into smaller
communities. A community is a set of nodes that are closely connected to each other,
with less connections to the entities outside of their community. This splitting is done by
recursively deleting connections from the networks. The authors propose to do this using
the betweenness of the edges. Before, we have talked about betweenness centrality of the
nodes using Equation (1.4). The same can be defined for the connections by counting
the number of geodesic paths that contain the connection in consideration. Similarly to
what we have seen in Example 1.8, edges that connect different communities will have
a greater betweenness than those inside a community. Therefore, this metric is used to
remove the edges and decompose the network into the different communities as best as
possible.

After the decomposition of the network, multiple structural characteristics are set in
collaboration with the domain expert in order to detect suspicious components. These
rules are set up via indicator variables to express whether a characteristic is suspicious
or not. To help with setting these indicators, one can try to gain insights using anomaly
detection methods, like we have seen in Section 1.3.2.

Each of these suspicious communities are looked at in more detail to see which
of the nodes inside them are really malicious. This is done with what is called in
the paper [36] an Iterative Assessment Algorithm (IAA). This starts by assigning a
preliminary suspicion score to each node based on different rules, set up together with
the domain expert. These scores are then iteratively recalculated using the scores of the
neighbours of each node until convergence is reached. This IAA is nothing more than a
guilt-by-association algorithm, which we have already discussed briefly in Section 1.3.3.
This way, the nodes with the highest suspicion score are reported back to the domain
expert who can then do the final assessment to see if the claims are fraudulent or not.

Hence, the expert system as described in [36] is a good case study that summarises
the different aspects we have seen so far. The next sections will deal with more novel
techniques to extract meaningful information from a social network.
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1.3.5 Random Walks with Natural Language Processing

The final branch of literature studied here uses natural language processing algorithms
as its workhorse. Each of the algorithms starts by sampling multiple short paths from
the network. The sequence of nodes in these paths are seen as sentences and are fed
into an NLP algorithm to find a community structure in the network [20]. A popular
choice for homogeneous networks is the skip-gram method [25], while for heterogeneous
networks metapath2vec [14] is an important method. This last algorithm will be studied
in Chapter 4 in the context of motor insurance fraud.

The way in which these paths are selected is an active research question. The question
is how to find a performant method that also scales easily to very large networks.

The first of these algorithms is DeepWalk [32]. The path sampling is done by taking
short random walks through the network. The starting point of each walk is uniformly
picked from the network’s nodes. The walk proceeds by picking one of the neighbours
uniformly as the next node.

After the walk is finished, the new sentence is processed and the representations
updated using the NLP algorithm. Then one picks another node and repeats the process.
In reality, it is advised to loop over this a couple of times, in order to have multiple paths
starting at each node.

In the end, the nodes obtain, what is called in the literature, their final vertex repre-
sentations, denoted by Φ ∈ R|V |×d. This is just the lower-dimensional representation of
the network. These representations are then used to cluster the nodes using one-vs-rest
logistic regression.

It is observed that the DeepWalk algorithm is used as an additional baseline model
against which the following models are compared in the literature, some of which are
extensions to the basic idea of the random walk used in DeepWalk.

One of these extensions is node2vec [17]. This method introduces two new hyperpa-
rameters in order to have biased random walks through the network. Depending on the
values, the walk is more inclined to come back to the previous node or move away from
it. This has as a consequence that the clusters can be vastly different.

A nice example given in the paper [17] is based on the novel Les Misérables. The
nodes are the characters, and an edge exists between two nodes if characters co-appear.
Depending on the choice of the bias parameters, one can uncover either homophily or
structural equivalence in the network. The homophily presents itself as the characters
that mostly appear together and form something resembling a community in the sto-
ryline. The structural equivalence manifests itself by clustering characters that act as
bridges between storylines, and grouping all peripheral characters that do not interact
much with other characters.

The previous two methods are very similar in what they do. This also means that
they have more or less the same limits in what they can do. Although the different ways
to sample the paths makes it possible to uncover different aspects of the data, they are
still limited in their use due to the fact that they rely solely on the skip-gram algorithm.

In addition, sampling the paths and updating the representations takes time. This
could mean that the algorithms are not scalable to very large graphs.
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Figure 1.6: Illustration of the GraphSAGE algorithm. Source: [18].

The next sections explores some algorithms that each tackle one of these two prob-
lems.

1.3.6 Further Extensions

The first extension, namely the FastRP [10] algorithm, takes another route, where its
main objective is to speed up the procedures compared to DeepWalk and node2vec. The
idea here is to use sparse random projections to extract the network features. Using the
same notation as in Definition 1.5, we take a sparse random matrix R ∈ R|V |×d, where
d << |V |, and use it to project the adjacency matrix onto the lower dimensional space:

N1 = A ·R.

In practice, one first multiplies A with a matrix L to rescale the values.

An iterative procedure is used to capture higher order neighbourhood information of
the network:

Nk = A ·Nk−1

The final projection is then a weighted sum of the different Nk.

It is claimed that this speeds up the process with a factor of 4000 without loosing
to much performance. It comes, however, at a cost of having to calibrate much more
hyperparameters, like the k and all the weights.

GraphSAGE [18] extends the idea of DeepWalk and node2vec. It samples a random
neighbourhood of a node at depth K (one or multiple steps away from the original node).
It takes the features of the nodes furthest away and aggregates this to the nodes one
step closer. The aggregation step is done via non-linear functions. This is repeated until
a final label for the source node is obtained. Here, one can choose which aggregator to
use. This is visualised in Figure 1.6.

Using inputs and aggregating them via a non-linear function is the key idea of a
neural network. When we do this in a context of network embeddings, it is therefore
called a graph neural network (GNN) [1]. Here, the aggregation functions can each be
individual neural networks. We illustrate this in Figure 1.7.
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Figure 1.7: The illustration of the network and the corresponding GNN, where each
aggregation is done by a neural network, represented via the box. Source: [1, 06-GNN1]

1.4 This Work

From the sections above, one sees that there is already extensive literature out there
covering network embeddings. These network techniques have also found their way
into fraud detection methods. However, the literature on fraud detection using social
networks specifically for insurance claims is still scarce. This thesis adds to that literature
in two ways.

First of, we apply different techniques to our dataset of motor insurance claims. To
our best knowledge, some of these techniques have not been applied to this context thus
far. This helps to extend the scientific research on the topic.

Secondly, when dealing with existing use cases, we extend these to gain further
insights. On the one hand, we are interested in how these additional features obtained
by the different embeddings influence the predicted fraud probability. On the other
hand, we study the additional knowledge that is gained by incorporating these network
features.



Chapter 2

The Data and its Transformations

In this smaller chapter, we explore the dataset provided, and how to transform it for
later use.

The transformations we are going to use are based on projections that were already
briefly illustrated on a toy example in Example 1.4. This example is extended in Sec-
tion 2.2 to, what we will call, an n-partite network. These projections are essential in
a couple of ways. As a start, most algorithms discussed in the literature are build for
homogeneous graphs, i.e. graphs for which the nodes all have the same type. As we will
see, these projections can reduce some graphs to their homogeneous form. The concept
of projections will be used in Chapter 3 to project our network to a bipartite graph, not
a homogeneous one, since the algorithm we are going to look at is specifically built for
that.

Next to the technical need for projections, it can be that we want to project the
network to one with fewer types of nodes. As we will see in Section 2.1, there are a
lot of actors involved in the network that are not claims. A consequence of this will be
that the claim nodes themselves will be far apart. For the purpose of this thesis, we are
only really interested in these claim nodes. Plus, the only fraud data we have is for the
claims. Although it might theoretically be possible to work with the network right out
of the box, it may help the stability of the results if we first project it down to a graph
with fewer node types without losing (too much) information. Therefore, Section 2.2
will be essential for our work.

The final section of this chapter, Section 2.3, analyses a simple but crucial aspect
of the network, namely homophily. The term homophily means, in simple terms, that
fraudsters have a tendency to cluster together in the network. This concept is important
when dealing with guilt-by-association algorithms, as we will do in Chapter 3, since these
algorithms start from the assumption that someone who is closely connected to a known
fraudster is more likely to be one themselves.

15



16 CHAPTER 2. THE DATA AND ITS TRANSFORMATIONS

2.1 The Dataset

Throughout this thesis, we are going to work with the same subsample of the graph
dataset provided1. It consists of around 994 000 nodes of four different types. The
nodes that are of most interest to us are the ones that represent claims. Next to the
claims, we also have car nodes, policy nodes and nodes that represent the brokers. The
number2 of the different nodes in our network are summarised in Table 2.1.

Note type Number

Claims 400 000
Cars 400 000
Policies 190 000
Brokers 4 000
Total 994 000

Table 2.1: The number of different nodes in our network.

With nodes alone, we do not have a network. Edges are also required. For the ease
of use, we assume that all 1 030 000 edges are undirected. These are constructed in such
a way as to make interpreting and working with the graph easier. Cars are connected to
claims in which they were involved. Next to the connection with the claims, there are
links connecting cars with the policies that cover them. The final kind of connections
are between the policies and the brokers who sold them. Note that we can already
see that the brokers will serve as hubs, since there are much more edges connected to
brokers (190 000) than there are brokers in the network (4 000). Table 2.2 summarises
the number of edges according to their start and end point.

Edge type Number

Claim-Car 600 000
Car-Policy 240 000
Policy-Broker 190 000
Total 1 024 000

Table 2.2: The number of different nodes in our network.

Due to types of links in the network, we are dealing with a 4-partite network. This
is a generalisation of the bipartite network defined in Definition 1.2. We have a clear
direction between the nodes, i.e.
claims ←→ cars ←→ policy ←→ broker, and there are no other type of connection, e.g.
there are no links between claims and policies directly. This is important for the theory
in Section 2.2 to work.

We take a closer look at the structure of the network. We start by looking how
(dis)connected our graph is. We have that the graph consists of around 4 000 connected

1This dataset is provided by Allianz. For confidentiality reasons, all numbers represented here are
rounded.

2Since claim and fraud data are highly sensitive, we only give a rough approximation of the numbers,
which can either be rounded up or down.
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components. Between any two nodes of a connected component, one can find a path.
In addition, we say that there are no paths between this connected component and any
other node in the network that is not part of it. There is a significant difference between
these sub-graphs. The largest one consists of around 962 000 nodes, while the second
largest connected component is only 283 nodes big. Then the number of nodes goes
down quickly, with more than half the sub-graphs containing only two observations.

In addition, we calculate different summary statistics for the degree of each node to
get a grip on the connectedness of the graph. The information is summarised in Table 2.3.
Note that we look at a more granular level to the tail of the degree distribution, since
this captures some crucial insights.

Node mean std min 25% 50% 75% 85% 95% 99% max

Claims 1.49 0.58 0 1 1 2 2 2 3 103
Cars 2.01 5.93 1 1 2 2 3 5 7 2351
Policies 2.26 30.27 2 2 2 2 2 3 3 8797
Brokers 45.97 114.19 1 2 9 37 74 210 556 1915

Table 2.3: The summary statistics of the node degrees for the different types of nodes.

We see a few different things. First of all, claims have on average the lowest degree,
while brokers have the highest average number of connections. For all but the broker
nodes, the degree stays low for most, with only a few nodes with many connections.
Only for the brokers, we see a much heavier tail with relatively more observations in
this tail. This corroborates the observation made above that the brokers will serve as
the glue of our network. These insights will be important later on when we introduce
the embedding algorithms, since it may be crucial for the information flow that we have
larger connected components in our network. Despite this, the observation with the
highest degree is a policy node3.

These relatively low degrees for the different nodes have as a consequence for our
adjacency matrix is sparse4. To illustrate that this is also the case for our network,
we plot the adjacency matrix in Figure 2.1 from the homogeneous network of claims
(see Section 2.2 for the construction of this). The first 300 claims are shown, and each
non-zero value in the matrix is indicated in blue. One can clearly see that most claim
nodes are connected to just a few other claims.

2.2 Projections

One of the challenges with the network introduced in the previous section, is that the
claim nodes can be far apart. Since these are the only ones carrying the fraud data,
the data can be diluted too much when applying different algorithms on the full graph.

3It should be noted that the maximal numbers for the different nodes are extraordinary high. This
could indicate some data quality issues. This is, however, not further investigated in this thesis. For
practical implementations of the different algorithms, one should first look into this further before going
to the modelling part.

4This sparseness of the adjacency matrix is widely observed for other social networks as well.
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Figure 2.1: The adjacency matrix of the claims network is a sparse matrix.

Hence, embeddings coming from these algorithms may be harder to exploit for fraud
detection purposes. That is why it is important that we find a way to transform the
network such that, on the one hand, the claim nodes are closer together, and on the
other, the distance and strength of the connections in the original graph is still there in
some way. What we mean by the last objective is illustrated in Figure 2.2.

Figure 2.2 illustrates a network where there is one broker, B, who has sold two
policies, P1 and P2. For policy P1, two claims were filed, namely C1 and C2. One
additional claim C3 was filed falling under policy P2. In our dataset, the car nodes are
also included, but we have not included them in this example to make the illustration
of our problem easier.

All claims are connected to each other, but we see that four steps are required to go
from C3 to any of the other claims. This would grow to as much as six steps if we also
included car nodes. Hence, there is a need to move to a network representation where
all claims are still connected, but much closer than in the current one. However, we
need to be careful. It is clear that C1 and C2 are much closer to one another than to
C3. It is important to also have this information after transforming the network when
we want to use the newly constructed network for fraud detection. When we know C1 is
a fraudulent claim, it will have a higher impact on C2 being fraudulent, since they are
covered by the same policy, than on C3, since they are only connected via the broker.
This is an important consideration that needs to be taken into account when moving
forward.

In this thesis, we will use two transformations of our original network. To do this,
we build further on the idea of making projections from a bipartite to a homogeneous
network, as introduced in Section 1.1.2. For our full network, we construct three adja-
cency matrices. One representing the links between claims and cars, one for the links
between cars and policies, and one for the policies and brokers. We denote these with



2.2. PROJECTIONS 19

Figure 2.2: A network with one broker who sold two policies for which three claims were
filed in total.

Acc, Acp and Apb, respectively. In order to obtain the desired results for our homoge-
neous network, we first need to move to a bipartite representation. This is needed to
preserve important information about the strength of the connections from the original
graph. An illustration on how it is done and why it is important is given in Example 2.1
later on.

We divide the graph into two groups, namely the claims and all other nodes. This
last group will be called the parties in the network. Then the bipartite adjacency matrix
is constructed as follows. We begin by constructing the matrices that represent the links
between the claims and all other parties individually. We already have the one for claims
and cars for free, namely the matrix Acc. Next, we construct the adjacency matrix for
claims and policies, denoted by Acp as follows:

Acp = Acc ·Acp.

Finally, in the same spirit, we can construct the adjacency matrix for claims and brokers,
Acb:

Acb = Acp ·Apb.

We now have the three adjacency matrices representing the links between the claims
and each subgroup of the parties. The final step is to combine these matrices into one
adjacency matrix for the bipartite network, by putting the columns of the matrices one
after the other in one large matrix:

Abi = (Acc Acp Acb) .

Moving to the homogeneous network with only claim nodes can easily be done in the
same way as for the bipartite network in Example 1.4:

Ahom = Abi ·AT
bi.

The next example illustrates why it is necessary to first make the move to the bipartite
matrix in order to have the desired outcome for the homogeneous network.
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Example 2.1. We go back to the network as represented in Figure 2.2. Contrary to
our full network, we only need to construct two adjacency matrices.

Acp =

1 0
1 0
0 1

 ,

Apb =

(
1
1

)
.

This then leads to the following results for the bipartite and homogeneous network,
which are represented in Figure 2.3.

Acb = Acp ·Apb

=

1 0
1 0
0 1

 · (1
1

)

=

1
1
1

 ,

Abi =

1 0 1
1 0 1
0 1 1

 ,

Ahom = Abi ·AT
bi

=

2 2 1
2 2 1
1 1 2

 .

From this results, we can clearly see that the claims C1 and C2 are more closely
connected to each other than to C3, since they have two edges between them, but only
one to C3. We note that the representation of the projection in Figure 2.3a can also be
adapted using weights as defined at the end of Section 1.1.1. Instead of using multiple
connections, we could assign just one connection between each pair of the nodes, where
the connections between C1 and C3, and C2 and C3 have weight 1, while the connection
between C1 and C2 has weight 2.

Finally, we explain why we stress that it is important to construct the bipartite
network like this, in order to have the desired result. This is illustrated via the following
equation. One could also do the calculations using the adjacency matrices as

Ahom = Acp ·Apb · (Acp ·Apb)
T ,

the result would be

Ahom =

1 1 1
1 1 1
1 1 1

 .
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(a) The homogeneous network af-
ter projection.

(b) The bipartite network after
projection.

Figure 2.3: The results of the different projection steps.

All claims are again connected, but we lose the information from the original network,
since the strength connections between the three claims cannot be distinguished.

In the next chapter, we are going to apply the BiRank algorithm to our network
after applying the projections as explained in this chapter. The procedure requires a
bi-partite network, so the projection procedure described above will be a very important
step. Before moving to the BiRank algorithm in the next chapter, which is a procedure
falling under guilt-by-association, as described in Section 1.3.3, we need to make sure
that it makes sense to do so. For this, we are going to investigate whether there is
homogeneity in our network of claims in the next section.

2.3 Homophily in the Network

The premise of the next chapter in this thesis is that we can derive meaningful informa-
tion for unlabelled nodes in the network via the fraud information from the other nodes
in its vicinity. The concept that is important here is homophily [24]. Homophily is
the social phenomenon where people who have similar characteristics, e.g., gender, age,
occupation, tend to know each other better than people that are more different from
each other.

In the context of fraud and social network analysis, it means that people who have
bad intentions are more closely connected to one another, and less to people who file
legitimate claims. It can be explained by the fact that people need to work together with
multiple parties in order to stage the accident and file the wrongful claim. In addition,
having more connections outside of your ‘crime network’ puts you at higher risk of being
detected.

This homophily in the insurance fraud social networks was the onset of the work
presented in [28]. Hence, if we want to apply a similar approach to our data, we need to
check if there is indeed homophily in our network. We do this by considering the neigh-
bourhoods of the labelled nodes in the dataset. For each neighbourhood, we calculate
the ratio of number of frauds or non-fraud over all nodes in the neighbourhood. We then
compare the histograms and average ratios over all fraudulent and legitimate claims to
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uncover whether fraudulent claims tend to be more connected to other frauds than to
non-frauds.

We start with the fraudulent claims. As can be seen on Figure 2.4, there are more
fraudulent claims in the neighbourhood of a proven fraud case than non-fraudulent
claims. The x-axis shows the ratios, and the y-axis represents the frequency (in absolute
numbers). We note here that we did not include those claims that did not have any
labelled claims in their neighbourhood. Including these would make the figures less clear
since this one bar would dominate the picture, but would not change our conclusions.
We see for example on Figure 2.4a that there are more than 40 fraudulent claims for
which almost all neighbours are also labelled as fraudulent, i.e., having a ratio close to 1.
On the other hand, Figure 2.4b tells us that there are only between 20 and 25 fraudulent
claims whose neighbourhood is almost entirely made up of non-fraudulent claims, again
having a ratio close to 1. When analysing the averages, we have that the average ratio of
fraudulent neighbours is 7.89%, while the percentage of legitimate neighbours is 6.24%.
This is already a confirmation that there is some homophily present in our network.
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(a) The histogram of fraudulent claims in
the neighbourhood of the fraudulent claims.
The x-axis denotes the ratio of fraudulent
neighbours to all neighbours of a claim.
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(b) The histogram of non-fraudulent claims
in the neighbourhood of the fraudulent
claims. The x-axis denotes the ratio of non-
fraudulent neighbours to all neighbours of a
claim.

Figure 2.4: The neighbourhoods of fraudulent claims.

Next, we do the same for the claims that have a non-fraud label. Their histograms
are plotted in Figure 2.5. We did not include the neighbourhoods with no labelled
claims, similarly as before. Here, the results are much more pronounced. Almost none
of the neighbours of legitimate claims were labelled as being a fraud, as can be seen on
Figure 2.5a. Figure 2.5b, on the other hand, shows that the ratios of non-fraudulent
neighbours are more often away from zero. The average ratio tells a similar story. When
looking at the neighbours of a legitimate claim, the average ratio of fraudulent claims is
0.42%, while this is 4.81% for non-frauds. This clearly shows that there is homophily in
the network. We will now try to leverage these insights in the next chapter.



2.3. HOMOPHILY IN THE NETWORK 23

0.0 0.2 0.4 0.6 0.8 1.0
0

50

100

150

200

250

300

350
Claim: Not Fraud - Neighbours: Fraud

(a) The histogram of fraudulent claims in
the neighbourhood of the non-fraudulent
claims. The x-axis denotes the ratio of
fraudulent neighbours to all neighbours of
a claim.
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(b) The frequency of non-fraudulent claims
in the neighbourhood of the non-fraudulent
claims. The x-axis denotes the ratio of non-
fraudulent neighbours to all neighbours of a
claim.

Figure 2.5: The neighbourhoods of non-fraudulent claims.
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Chapter 3

Assigning Fraud Scores with the
BiRank Algorithm

With this chapter, we start with the most important part of the thesis. We begin ap-
plying different algorithms to extract meaningful information from our network. In this
chapter, we introduce the BiRank algorithm [19], and apply it to the network introduced
in the previous chapter.

In Section 3.1, the BiRank algorithm is introduced and we explain how this can be
used to uncover insurance fraud. This is inspired by the work done in [28]. Next, we
apply the algorithm on our dataset in Section 3.2. Section 3.3 summarises the predictive
power we obtain from this score. For this, we introduce two ways of doing the train-test
split. Finally, further extensions to the procedure are introduced in Section 3.4 in order
to try to enhance the results obtained in the Section 3.3.

3.1 The Algorithm

Before discussing the algorithm, we introduce some notation. As already mentioned, we
deal with a bipartite network. The nodes in the network either represent a claim or a
(counter-)party involved (car, policy or broker). This is why we will denote the set of
nodes as V = C×P . The goal is to obtain two vectors c = (ci) and p = (pj) that contain
the fraud scores of the different nodes. Of course, only the vector c with scores for the
claims will be of interest to us. To reach this goal, we apply the BiRank algorithm in
this chapter.

The BiRank algorith [19] is a bipartite generalisation of the PageRank [30]. It is used
to assign a score to each node, representing its importance in the network. In addition,
the procedure is set up to incorporate a smoothing effect. The score of a node is updated
using the scores of all its neighbours. This also means that a node is seen as “more
important” if it is connected to other important nodes in the network. Notice that for
our use case, being important means that you have a high fraud score. For the sake of
explaining the algorithm, we will stick to the word “importance” for now.

25
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Another desirable feature of the algorithm is that the scores are normalised using
the square root of the degrees of the nodes (cf. infra). Firstly, we argue why it is
desirable that the influence of a neighbour is inversely proportional to the node’s own
degree. Suppose the node under consideration is the only connection of an important
node. Then, we can suppose that the node considered is also important, since the other
node will have a high influence on it. On the other hand, if the considered node is one of
many neighbours of an important node, we may find the information coming from the
neighbouring node less relevant. In summary, if you are the only friend of a criminal,
you are likely to be an accomplice, but if you are one of many acquaintances of that
same criminal, it is less obvious.

A similar argument can be made for the node under consideration in the other way
around. Hence, we also argue why it is desirable that the influence of a neighbour is
inversely proportional to the neighbour’s degree. If it only has a couple of neighbours,
then one of them being important has a higher influence on the node. In the case it has
one important neighbour and a lot more neighbours with a lower score, the influence
of this important neighbour will be less. If your only friend is a criminal, it is not
unreasonable to think that you are too, but if you have many friends, one of which is a
criminal, then you being one is less straight forward.

Hence, the influence depends both on the degree of the node under consideration as
well as the degree of the neighbouring nodes. Keeping all this in mind, the basic BiRank
scores propagate through the network as follows:

pj =

|Cj |∑
i=1

wij√
di
√
dj
ci,

ci =

|Pi|∑
j=1

wij√
di
√
dj
pj ;

where | Cj | and | Pi | are the claim and counter-party neighbours of the nodes pj and
ci, respectively.

In order to be relevant for our case about fraud detection, we want to introduce the
available fraud data into the information flow of the network. This is done by using
a prior belief vector c0 that encodes the original knowledge we have about the nodes.
The final score is a weighted average between this query vector, and the score calculated
earlier. Based on the procedure in [39] and [28], we first set c0i equal to 1 if claim ci
is a proven fraud, and 0 otherwise. Next, we divide the scores by the total number of
entries/claims to rescale c0. Here, we do not use any prior belief about the party nodes,
since we are only interested in the claims being fraud or not. The formulas to calculate
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the scores then become:

pj =

|Cj |∑
i=1

wij√
di
√
dj
ci

ci = α

|Pi|∑
j=1

wij√
di
√
dj
pj + (1− α)c0i . (3.1)

The weight α is a hyper-parameter that can be tuned, and should be taken between 0
and 1.

It is clear that each score depends on the scores of the other nodes in the network.
Hence, the final score vectors need to be obtained iteratively. To do this, we translate
Equation (3.1) into matrix notation:

p = STc

c = αSp + (1− α)c0. (3.2)

Here, the normalisation is done using the matrix S = D
− 1

2
c ·W ·D−

1
2

p . Here, W
represents the weight matrix, as defined in Definition 1.3. This has entries wij , which are
either zero or non-zero. A non-zero entry indicates that there is a connection between
nodes i and j, where the value represents the weight of the edge. If wij is 0, there is no
edge between the two nodes. Note that in an unweighted setting, wij is either 1 or 0.
The parameter α is fixed at 0.85, as this is the value used in the literature [6] and [28].
In Section 3.4.2, this value will be challenged.

Equation (3.2) gives us an iterative procedure to update the scores. The only thing
that is left to do is to initialise the starting values of p and c. This is done by sampling
uniform random values between 0 and 1. The procedure is stopped when a convergence
criterion is met, or the algorithm has executed a predefined number of updates of the
scores. The full algorithm is given in Algorithm 1.

Algorithm 1 BiRank as given in [28]

Input: Weighted adjacency matrix W , initial fraud labels c0

Output: Fraud score c

1: Calculate S = D
− 1

2
c ·W ·D−

1
2

p

2: Initialise c and p randomly
3: while stopping criteria not met do
4: p = STc
5: c = αSp + (1− α)c0

6: end while
7: return: c

Example 3.1. Before going to the full network, we give a small example to illustrate
the algorithm. The main principles will be shown using a small network. This network
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is shown in Figure 3.1. It consists of four claim nodes and four counterparties. It is
known that node C1 is a fraud node. We are going to apply the BiRank algorithm to
see which other nodes are most suspicious and need further investigation by the fraud
expert.

C1

C2
C3

C4

P1

P2

P3

P4

Figure 3.1: The bipartite network from Example 3.1. The counterparties are in dark
blue and the claims in light blue.

From our understanding of the algorithm, both nodes C3 and C4 should have a higher
score than C2, since these are connected to the fraudulent one via two counterparties.
On the other hand, since claim C3 has an additional neighbour, its fraud score should
be lower than that of C4. Let’s now see if our intuition of the algorithm is correct.

In order to let the algorithm run, we need to determine three things. We need to set
up the matrix S, determine the vector c0 and fix the parameter α. Beginning with the
simplest of the three, we fix α at 0.85. This is the value we are going to use throughout
the rest of the thesis, and it is based on the literature [28].

Next, we move to the vector, c0, with a priori knowledge of the illicit claims. As
mentioned before, we have four claims with only the first one being flagged as fraud.
This results in c0 = (1, 0, 0, 0)T . Note that a “0” either means that the claim has been
investigated and deemed legitimate or that it has not been investigated at this point.

Finally, the matrix S is constructed. In this example, the weight matrix is just the
adjacency matrix and equal to

W =


1 1 1 0
1 0 0 0
0 1 1 1
0 1 1 0

 .

Next to that, we need the two diagonal matrices Dc and Dp containing as their diagonal
elements the degrees of the different claim and counterparty nodes, respectively. This
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then becomes

Dc =


3 0 0 0
0 1 0 0
0 0 3 0
0 0 0 2



Dp =


2 0 0 0
0 3 0 0
0 0 3 0
0 0 0 1

 .

With all the different parts into place, we do the iterations of the algorithm. The
resulting fraud scores for the different claims are 0.45, 0.19, 0.26 and 0.23. Hence, as
expected, claim C2 has the lowest fraud score. Contrary to our intuition, however, the
score for claim C3 is a bit larger than that of C4.

3.2 Our Problem

The network we introduced in Chapter 2 is a 4-partite network, while the BiRank al-
gorithm is specifically defined for a biparite one. Hence, we first need to apply the
projections as defined in Section 2.2 in order to obtain the bipartite network represent-
ing the claims and parties.

Next, we also need to be able to test the performance of this procedure. If we would
just take the network as is and set the entries of the query vector c0 to 1 for all fraudulent
claims, we cannot say anything about the predictive power of the BiRank algorithm in
the future. All fraud data is already included and we almost guarantee a high score of
all the fraudulent claims in the network.

It is, hence, necessary to split our data into a training set, where we keep the fraud
information as before, and a test set, for which we set all a priori information to 0.
There are two ways of doing this split. We will first explain the two and then give a
small illustration in Example 3.2.

The first way, which is called the transductive setting (see [1]), keeps the full structure
of the dataset. No nodes or edges are removed in the training or validation steps. The
only thing that is removed are the labels. We do as if we have access to the full network,
but only know a few labels. In a fraud detection setting with BiRank scores, one can
see it as follows. Suppose we have two sets of data. The first part contains the claims
and parties that are part of our historical dataset which have already some fraud labels
assigned to it. This will be called our training set. Then some new claims come in
of which we only know their connections and place in the network, but not if they
correspond to legitimate claims or not. This is our test set. What we do is initiate the
BiRank algorithm with the c0 having 1 for the known fraud cases. Then, we run it once
for the full network and try to determine which new claims have a high probability of
being fraud.
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The second way is called the inductive setting. Here, we break the network. The idea
of this setting is to remove the nodes in the test set from the network. After training
the model on the smaller graph, the test nodes are added, information is extracted and
predictions are made. In the fraud setting, this can be seen as having the historical data,
and already running the BiRank algorithm on that. Afterwards, we add the new claims,
and use for c0 the fraud scores that were calculated earlier. We do not start with 1 as
the fraud scores (of the fraudulent claims).

Afterwards, we can use these fraud scores coming out of the algorithm for the test
set to classify the test nodes as fraudulent or legitimate. These are compared to the
labels that were assigned in the dataset to see which were correctly picked up by the
algorithm.

Example 3.2. Before moving on, we give a small illustration of the effect of the inductive
and transductive way of working. We stay with the network from Example 3.1, given in
Figure 3.1. We do as if claim C2 is in our test set, and all others are in the training set.

Starting with the transductive setting, we do not need to do much. Here, we apply
the full algorithm once on the full network. The results are hence exactly the same as
in Example 3.1.

The inductive train-test split is a bit more involved. We remove claim C2 from the
network and let the algorithm run a first time. This gives only fraud scores for the
remaining claims, as illustrated in Table 3.1 These new scores are then used a second
time by the algorithm for the full network, i.e., including C2. The final scores are also
given in Table 3.1.

Claim Transductive Inductive Step 1 Inductive Step 2

C1 0.445444 0.500356 0.340438
C2 0.190087 - 0.145278
C3 0.259112 0.291054 0.316148
C4 0.227431 0.255468 0.263022

Table 3.1: Results from the BiRank Algorithm.

From the table, we can observe that the scores and order of the claims are very
similar for both methods. The overall order of the four nodes has stayed the same.
However, for the inductive step, the scores of the training set have moved closer to each
other, while the score for the test set, i.e., node C2, is smaller.

How this affects the performance of the model will be further investigated in the
coming sections of this chapter.

For evaluating the BiRank in this thesis, we apply both ways of doing the train-test
split. In a first try, we set the alpha equal to 0.85 and take the training set to be equal
to 60% of our data (=240 000 claim nodes). We just take the first 60% since we are
informed by the industry expert supplying the data that there is a time element present
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in the order of the nodes. Since in reality, we use older data to find patterns and classify
new claims, this way of working represents the real-life use of the algorithm.

3.3 The Results

3.3.1 A First Look

Before jumping into the algorithm with the train-test split, we apply it on the full
network (without the split) to see if we can already extract some meaningful insights
about how it works. This may give us some additional ideas of what to do to improve
its performance.

The results of the BiRank algorithm are represented below in Table 3.2 for some
claims. We see that different numbers are returned. We have the ID, which represents
the place of the different nodes in our dataset. This is the row-index of the node in the
adjacency matrix. The second column contains the score calculated by the procedure.
This score is rescaled to the StdScore, where we subtract the mean from the score and
divide it by the standard deviation. This way, the mean of the StdScore is zero and
the standard deviation one. The final column is also a rescaling of the original score, in
order to have it between 0 and 1. This is done as follows for node i:

cscaled,i =
ci −min(c)

max(c)−min(c)
,

with c the score vector coming out of the algorithm.

ID Score StdScore ScaledScore

0 0 5.670397e-07 -0.083258 0.000479
1 1 4.776474e-07 -0.088344 0.000403
2 2 5.170834e-07 -0.086100 0.000436
3 3 8.184590e-07 -0.068955 0.000691
4 4 4.646187e-07 -0.089085 0.000392

Table 3.2: Results from the BiRank Algorithm.

We will first look at the neighbourhood of the (fraudulent) claims that have the
highest fraud score. These are known fraud cases whose connected components only
contain the claim and car. This means that in case we do a train-test split in a future
step, and one of these claims is in the test set (score set to 0), it will be impossible to
detect it as a fraud, just by using the BiRank scores.

It is not surprising that the fraudulent claims get the highest fraud score, since we
gave this information to our algorithm (remember that at this stage, we did not use the
train-test split). What is surprising though, is that we have some claims in the network
that received a high fraud score, but are not labelled as such. We represent these in
Table 3.3. We see that the first two are on place 383 and 384 (place 1 is ID 0) which
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means that they have a higher fraud score than 55% of the confirmed fraud cases. These
two claims are plotted in Figure 3.2 together with their neighbourhood. We see that they
are closely linked with a fraudulent claim, since they share the same involved car, policy
and broker. Hence, we can conclude that it was the same person who filed the three
claims, of which one was investigated and deemed fraudulent. We notice that this is also
the entire connected component of these nodes. Therefore, the person is isolated from
the rest of the network and the fraud claim has a high influence on the non-fraudulent
claims.

It is therefore not unthinkable that these two other claims were fraudulent as well.
Upon closer inspection, we see that the fraudulent claim was filed last, so this person
first filed two claims that were not investigated. Later, he/she filed a third claim that
was investigated and deemed fraudulent. This highlights an important problem that
may arise when one is not careful, namely time-leakage. When taking a test set, one
needs to make sure that only data available at the moment the filed claim came in is
used for the predictions. Here, for example, we have that the scores of the green nodes
in Figure 3.2 are calculated using the fraud score of a claim that was filed later. This
time-leakage can have unwanted consequences and can skew the conclusion on how well
an algorithm would work in practice.

Next, one also needs to be careful since the disconnectedness and lack of other fraud-
ulent nodes in the neighbourhood means that we will not be able to pick it up using the
BiRank algorithm as represented here, when it is part of our test set.

ID Score StdScore ScaledScore Fraud Labelled

382 116408 0.000336 18.982870 0.283333 0 0.0
383 122134 0.000336 18.982870 0.283333 0 0.0
566 38447 0.000287 16.224239 0.242408 0 0.0
567 319763 0.000287 16.224239 0.242408 0 0.0
591 384618 0.000277 15.667893 0.234154 0 0.0

Table 3.3: The unlabelled claims with the highest fraud score.

For the claim with the third highest fraud score amongst the non-labelled nodes, we
also plotted the neighbourhood in Figure 3.3. We see that it is connected to fraudulent
claims via its broker. Since it is only via the broker, it is less likely that fraud was
committed by filing this claim. This shows us that brokers with few connections, may
serve as hubs via which the fraud information flows throughout the neighbourhood. It is
less imminent when we have brokers with a very high degree, since the BiRank procedure
reduces the importance of information flowing through them, as was explained using
Formula (3.1).
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Figure 3.2: The two non-labelled claims (in green) with the highest fraud score, together
with the fraudulent claim (in red). The node in purple represents the car, the blue node
is the broker and the yellow node is the policy.

Figure 3.3: The non-labelled node under consideration (black) with a high fraud score,
the non-labelled claims (in green) in its neighbourhood, together with the fraudulent
claims (red). The nodes in purple represent the car, the blue node is the broker and the
yellow nodes are the policies.

3.3.2 The Performance

Now that we have additional insights in how the procedure works, we introduce the
train-test split as described above, in order to have a first meaningful conclusion on its
performance. As an illustration, we show the scores of the 5 claims with the highest
fraud score in Table 3.4. The table represented here only shows the results from the
transductive method.

As mentioned above, we get multiple values from the procedure. From these, we
need to choose one that we are going to use for the classification. In this case, the scaled
score is of most interest. Since it is between 0 and 1, we can consider it as some sort of
probability of fraud. If we introduce a cut-off value, we can say that any node with a
higher scaled score is classified as fraud, and each node with a lower score as non-fraud.
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ID Score StdScore ScaledScore

703 703 0.001553 77.103377 1.000000
45509 45509 0.001553 77.103377 1.000000
44427 44427 0.001553 77.103361 1.000000
209355 209355 0.001019 50.560786 0.656201
213329 213329 0.001019 50.560786 0.656201

Table 3.4: The five highest scores with the transductive train-test split.

The performance of the BiRank algorithm on our network is measured using the area
under the ROC curve (AUC). For this, we need two values related to the classification,
namely the true positive rate and the false positive rate. The true positive rate is defined
as follows:

TPR =
TP

TP + FN

Here, the TP represents the number of claims classified as fraud that are actual fraud,
called the true positive. The false negative elements, FN, are those fraudulent claims
that were not detected by the classification algorithm. Hence, the TPR is the ratio of
all fraud claims that are uncovered by our model.

In addition, we need the false positive rate, which is equal to:

FPR =
FP

FP + TN
.

In the same spirit of the true negative rate, the false positive rate expresses the percentage
of non-fraudulent claims that were mistakenly seen as unjustly reported.

We plot the false positive rate on the x-axis and the true positive on the y-axis. For
each cut-off value, we get a specific FPR and TPR value pair. These are plotted for all
values on the graph, to obtain what is called the ROC curve. For the lowest cut-off, i.e.
0, we obtain the point with coordinates (1,1). All claims are classified as fraud (positive)
and none as negative. Therefore, none of the maleficent claims are falsely classified as
fraud, so the number of false negatives is 0:

TPR =
TP

TP + FN
=

TP

TP + 0
= 1.

With the same reasoning, the true negative rate will be 0, since none are classified as
negative. Therefore, the false positive rate is also 1.

Similarly, if we take a cut-off of 1, where all claims are classified as legitimate, the
TPR and FPR are both zero. So, for the highest cut-off, we end up in the bottom left
corner of the plot.

When the ROC curve is close to the diagonal line between the origin and (1,1), our
model is not that different from just randomly guessing the label of the nodes. This
closeness is measured by the AUC, i.e., the area under this ROC curve. Note that the
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diagonal line representing random guessing defines an area of 0.5. If the AUC of our
model is well above this 0.5, we have a useable model. If, however, we would obtain an
area smaller than 0.5, our model performs even worse than random guessing. In that
case, it would obviously be adviced to just discard that model.

The AUC for our model is given in Figure 3.4 for both train-test splits. We see
that we have a marginal improvement over random guessing. Nonetheless, we do not
have a model that gives enough additional information to be able to implement it in
practice to hunt for fraudulent claims. Especially in the upper-right part of the curve,
we seem to have an underperforming model. Going back to what we have observed in
Section 2.3 about the homophily in our network, we have noticed that the difference
in the ratio of fraudulent and non-fraudulent claims in the neighbourhood was most
pronounced for the non-fraudulent claims. This has an effect on the BiRank scores. For
non-fraud cases, i.e. those with label 0, most of the neighbours have label 0. Hence,
when we have such a node in our test set, the fraud scores in the neighbourhood will be
low, and the BiRank algorithm will assign to this node a low score as well. On the other
hand, for fraudulent claims, i.e. having label 1, there was less of a difference between the
ratios of fraudulent and non-fraudulent neighbours. This implies that the fraud score
calculated by BiRank based on its neighbourhood will be diluted by non-fraudulent (and
not labelled) neighbours. As an effect, this fraud score will be less pronounced and these
claims become harder to spot.

In the next section and chapters, we proceed with our analysis and adapt the above
procedure to try and improve our results. Chapter 4 contains a brief discussion on the
importance of this upper-right tail of the ROC curve.
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(a) Inductive split.
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(b) Transductive split.

Figure 3.4: The ROC curves with the AUC of the BiRank algorithm for the two train-test
splits.
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3.4 Further Extensions of the Procedure

In this section, we will investigate five adaptations of the previous analysis to form a
conclusion for the BiRank algorithm. Firstly, we do the same as before, but without
the broker nodes in the network. We already saw above that brokers may artificially
increase the fraud score of some nodes, if there is a maleficent case in its neighbourhood.
Another extension will be to tune the hyper-parameter alpha. The third procedure will
be to use a different way of doing the train-test split with leave-one-out cross validation.
Furthermore, we are going to investigate how much the connectedness plays a role by
only considering the largest connected component in our network. Finally, the dataset
is enriched with some additional, but basic, network features.

3.4.1 Excluding the Brokers

As mentioned multiple times already, brokers influence the fraud score of some nodes,
which in turn alters the results of the fraud detection algorithm. Hence to see how much
they can skew our results, we do the exact same procedure as before, with the same
train-test split, but now on a smaller and more disconnected network where we exclude
the broker nodes. As can be seen in Figure 3.5, the BiRank gives an AUC below 0.5.
This means that we are better of just guessing the label of the claim than relying on the
algorithm.

0.0 0.2 0.4 0.6 0.8 1.0
0.0

0.2

0.4

0.6

0.8

1.0
AUC: 0.448

(a) Inductive split.
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(b) Transductive split.

Figure 3.5: The ROC curves with the AUC of the BiRank algorithm for the two train-test
splits. Here, the broker nodes were excluded from the network.

One explanation could be that the network becomes too disconnected when not
including the brokers. The connected components are then almost always very small
islands with only a couple of fraud labels. If we then remove their lables for the train-
test split, there is no way for fraud data to flow inside those components, and the
scores stays (near) zero. Another explanation could be that having the same broker can
carry some additional information. Going back to the example in Figure 3.3, we saw
that brokers with few connections spread the fraud data strongly. It is possible that
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a fraudster tries to evade suspicion by underwriting a new policy for another car after
being caught once. Like this, it is possible that only the broker is the common factor
for these claims. Brokers also carry some geographical data. If you have a broker with
only a few claims reported, but where a couple of them are fraudulent, it may indicate
that the broker operates in a region with higher risk.

This point also highlights an important issue that needs to be considered when using
network information. It could be that there is a bias towards certain groups of people
inherent in the network information coming from a bias of the fraud investigators, be it
conscious or unconscious bias. When you have persons in a community who are more
often investigated for fraud when they file a claim, more illicit claims will be picked up.
This also means that the sub-part in the network representing this community will have
a higher concentration of fraud labels, which will propagate more easily to the other
nodes by, e.g., the broker that operates in that community. Hence, these people will
have higher fraud scores, which results in a further build-up of bias. However, since the
performance drops too much, we need to keep the brokers into the network. It is up to
the modeller in subsequent step to quantify the bias inherent in the procedure before
making final decisions based on its output.

We can, hence, conclude that it is beneficial to our algorithm to keep the connectivity
of our network by including the brokers that sold the policies. Only when we would move
to implementing it in real-life, one must consider the unwanted bias that may be part
of the predictions.

3.4.2 Tune the Alpha Hyper-Parameter

Before, we have fixed the value of α in Equation (3.2). Since this is purely based on what
we have seen in the literature, we are not sure that α = 0.85 is the most optimal value
for our problem. That is why we will tune this hyper-parameter to hopefully increase
the performance of our algorithm.

For this, we need to make a couple of choices. The first is the values of α we want
to test. We use values from 0.05 to 0.95 in steps of 0.05. Next, we choose the splits we
want to make in our network. We opt to only use the inductive split for this procedure.
The test set consists again of the 40% most recently filed claims. The other part is used
to define the train and validate set. For the training set, we use 60% of the remaining
network. This is taken as is, without modifying the labels. The validation set, which is
the last bit of data we did not handle yet, takes on the role of the test set when tuning
the parameter.

We fix a value of α in our selection, and use the train-validate set to calculate the
AUC just in the same way as with our original train-test split. Using these different
AUC’s, we can select the most optimal value of α. Finally, the training and validation
sets are combined into a larger training set, and we calculate a final AUC value using
the test set where the α is fixed to the one we have chosen. The important thing here is
that we did not use the test set during the tuning of our hyper-parameter.

Doing this, we obtain an optimal value of 0.4. The final result of our classification is
given in Figure 3.6. We have an AUC of 0.518 which is suboptimal to the one we obtain
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Figure 3.6: The resulting ROC curve and AUC for the tuned α = 0.4.

using α = 0.85. Therefore, we will keep using 0.85 as taken from the literature.

3.4.3 Leave-one-out cross validation

The main problem with the simple train-test split, is that it is a very invasive procedure.
By removing 40% of the network in the inductive setting, its topology changes drastically.
In the transductive setting, we do not change the topology, but it could be that the scores
become too diluted by introducing more 0’s in the labels, i.e. removing fraud labels.

In order to deal with these “shortcomings”, we extend the splits by using leave-one-
out cross validation. We randomly select 200 nodes1, but with the constraint that we
want 100 unlabelled and 100 fraudulent claims. One by one, we do the same procedure
as before, but we only change the label of the node in question to 0 (if necessary). This
gives 200 test predictions, without changing the topology too much. In this way, we
can see whether the network is able to reproduce the fraud labels accurately, when we
introduce only 1 claim to the network. This is also something that would be interesting
in practice, since one usually receives the claims one by one.

With these results, we can calculate the AUC. The result is given in Figure 3.7. The
AUC is a bit better than before, with a value of 0.582. But this is still not as high as
one might have hoped.

3.4.4 Only the Largest Connected Component

Until now, we have worked with the complete network. As was pointed out in Section 2.1,
our network consists of multiple different connected components. Section 3.3.1 hinted
already at one of the problems. When working with smaller components, it could be
that the train-test split removes the only fraud data available in that sub-graph. This

1We limit ourselves to 200 nodes out of time constraints. This took 2 hours and 49 minutes, and we
believe that we already have an accurate enough picture of the performance of our model.



3.4. FURTHER EXTENSIONS OF THE PROCEDURE 39

0.0 0.2 0.4 0.6 0.8 1.0
0.0

0.2

0.4

0.6

0.8

1.0
AUC: 0.582

Figure 3.7: The AUC for the inductive method of the leave-one-out cross validation
based on 200 nodes.

leads to an inherent inability to ever uncovering the fraudulent claim again. We should
note here that we are again prone to the effects of time leakage.

In order to avoid such situations, we are only going to work with the largest connected
component in this section. This enables us to make sure that there is always some
possibility of fraud information reaching any node in the network. We will take the
same plan of attack we used before as to preserve comparability amongst the results.

We plot the AUC of both the inductive and transductive train-test split in Figure 3.8.
We see marginal increases for both splits with around 0.01. This shows that the BiRank
algorithm indeed benefits ever so slightly from the network being fully connected.
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(a) Inductive split.
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(b) Transductive split.

Figure 3.8: The ROC curves with the AUC of the BiRank algorithm for the two train-test
splits. Here, only the largest connected component is taken under consideration.

One explanation that there are no massive improvements can be due to the fact that
we had most of our fraudulent data still present. We went from around 840 frauds to
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around 800. This means that the special cases indicated above may be less prevalent than
initially thought, i.e., only a small portion of known fraudsters are fully disconnected
from the other claim nodes. Hence, they do not impact the performance much.

In what comes next, we will again work with the full network. There are two main
reasons for this. The first is that we only see small improvements, which does not justify
throwing away a large portion of our data. The second is that there may be valuable
information in the fact that a node is not part of a large connected component. If you
are undertaking in maleficent business practices, it could be that you try to hide it from
other people. Then it is less likely that you will be connected to a larger connected
component. You will most likely only be part of your own small one. This and extra
network features will be the topic of discussion for the next section.

3.4.5 Enriching the BiRank data

As we could see in the previous section, the BiRank algorithm on its own did not give
a convincing fraud detection model. In this section, we go further and extract more
network information. This is combined with the fraud scores in order to build a larger
fraud detection algorithm. As we obtain a larger set of features, it becomes necessary
to look at other possible modelling techniques to obtain the classification. Hence, after
discussing the additional data that we are going to extract, we make a little detour to
discuss the model that we are going to consider in this section, namely gradient boosting
machines.

In order to extract more features from the network other than the information flow
with the fraud labels, we enrich the dataset with additional information. This way
of working will come back when constructing the full model in Chapter 6. The three
features that we will be adding for now are the geodesic distance, the number of cycles
the claim is a part of, and the degree centrality. For the number of cycles and the geodesic
distance, we will remove the brokers of the network. This way, these two features can
be used to uncover fraud rings in our network.

We already mentioned some centrality measures in Section 1.3.1, but the degree
centrality used in this section is not defined by taking paths in the network. It expresses
the degree of the node, i.e., the number of connections to other nodes, divided by the total
number of possible connections. We use a small simplification, and take the denominator
as the number of all other nodes in the network. There is a bipartite equivalence of this,
which takes the degree of the claim nodes and divides this by the number of all party
nodes. This small layer of complexity does not add any additional information, so we
just use the most simple one.

The geodesic distance on the other hand, is the shortest path from the node back to
itself. Here, we will say that it is not allowed to use the same edge twice. Hence, a node
can only have a geodesic distance (other than infinity) if it is part of a cycle. Due to the
nature of our bipartite graph, the shortest distance any claim can have to itself is 4, and
the other possible distances can only be 4 plus a multiple of 2. If the geodesic distance is
small, this means that this claim is closely related to other claims, via multiple parties.
This could point to a fraud ring in the network. This interest in fraud rings is the reason
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why we do not include brokers in the network. If you need to have a broker node in
order to form a cycle, it would dilute the fraud ring information that could be present.
We generally do not assume that the broker is involved in covering up the fraud.

Including this information with the BiRank scores already gives us a couple of fea-
tures that we can use to try to solve our classification problem.

The model we consider is a gradient boosting machine. For a discussion on tree
based classifiers, one can consult [21]. For now, we take a gradient boosting classifier as
implemented in sklearn [31], and set the number of trees equal to 50. We choose to not
take this number too large, since this could lead to overfitting. For simplicity, we use a
transductive train-test split. When looking at Figure 3.9, we have a slight improvement
in AUC for our model. Next to the larger AUC, we note that the ROC curve does not
go under the bisector anymore, which is another desirable trait.
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Figure 3.9: The AUC for the gradient boosting machine with the five network features.

The BiRank algorithm of this chapter has already demonstrated that some insights
might be gained when using the network features. In the next chapter, we will introduce
the metapath2vec algorithm. This will take a whole other approach at finding patterns
and illicit claims in the network.
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Chapter 4

The Metapath2vec Algorithm

In this chapter, we introduce the first real embedding algorithm of this thesis, namely
metapath2vec [14]. This method generates random paths through the network, and
afterwards utilises the Word2vec algorithm [26] from natural language processing to
make a small dimensional projection of the full network. This results in new features
that are leveraged by our gradient boosting classifier to build a fraud detection model.

The structure of this chapter is as follows. Section 4.1 describes the metapath2vec
method in more detail. In Section 4.2.1, we translate the set-up of the algorithm to our
network. Finally, a first result for our network is given in Section 4.2.2. These outcomes
are then compared with the BiRank algorithm from Chapter 3.

4.1 The Algorithm

The full method is given in Algorithm 2. In what follows, the different steps will be han-
dled in more details. Section 4.1 defines the metapaths and how these will be sampled.
Next, the processing of the metapaths is handled in Section 4.1.2.

4.1.1 Sampling the Metapaths

The metapath2vec method was first introduced in [14]. This algorithm falls into the
category of Section 1.3.5, where a random walk generator is combined with NLP to
obtain an embedding of the network. Contrary to the methods introduced prior to [14],
metapath2vec is developed for usage on heterogeneous network, where the others are
meant to be used on homogeneous ones.

Despite what the name may suggest, metapath2vec is not a generalisation of node2vec.
As will be discussed later, the next node in the path is chosen uniformly from all possi-
ble candidates. This means that it is more similar to a heterogeneous generalisation of
DeepWalk.

The necessity to introduce additional embedding algorithms specifically for hetero-
geneous graphs comes from the following observation. Using the notation as in Defini-
tion 1.5, we have that the full network is mapped onto a representation X ∈ R|V |×d,
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Algorithm 2 Metapath2vec as given in [14]

Input: Network G(V,E), scheme for the metapaths P, length of walks l, number of
walks per node n, context size c, embedding dimension d
Output: The embedding X ∈ R|V |×d.

1: Initialise X
2: for i from 1 to w do
3: for v ∈ V do
4: MP[1] = v
5: for j from 1 to l − 1 do
6: draw u according to Equation (4.1)
7: MP[i+ 1] = u
8: end for
9: X = SkipGram(X, k, MP)

10: end for
11: end for
12: return: X

where d << |V |. For a heterogeneous network, this means that all the node represen-
tations are mapped into the same latent space, even though the nodes are of different
types. It is, hence, necessary to introduce new heterogeneous techniques. This makes
sure that adequate care is taken to incorporate the heterogeneity of the nodes.

In order to incorporate the heterogeneity, the normal random walks are substituted
by meta-path-based random walks. These meta-paths are represented using a meta-path
scheme which we denote by P. Using the notation from [14], we represent this scheme
as

P : V1
R1−−→ V2

R2−−→ . . . Vt
Rt−→ Vt+1 . . .

Rl−1−−−→ Vl.

When constructing a walk through the network, the set of possible next steps is fully
determined by the previous ones, according to the metapaths defined. One node is picked
uniformly from the possible ones, i.e. for the network G(V,E) we have that [14]

P
(
vi+1 | vit,P

)
=


1

|Nt+1(vit)|
(vit, v

i) ∈ E, vi+1 ∈ Vt+1

0 (vit, v
i) ∈ E, vi+1 /∈ Vt+1

0 (vit, v
i) /∈ E

; (4.1)

where Nt+1(v
i
t) represents the neighbours of node vit of type Vt+1.

The following example shows the importance of a well thought out definition for the
metapaths.

Example 4.1. For this example, we go back to the set-up of Example 2.1. We reshow
that graph in Figure 4.1. Note that we assume in this example that we have the same
node types, but that our network is much larger with multiple nodes from each type.

Here, we have three types of nodes, namely claims (C), policies (P) and brokers (B),
and there are two particular meta-paths that are of interest. The “CPC” meta-path
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Figure 4.1: A network with one broker who sold two policies for which three claims were
filed in total.

represents claims filed under the same policy, and “CPBPC” represents filed claims for
which the policies were purchased from the same broker.

The algorithm samples uniform random walks using the pre-defined meta-paths over
our network. Just like for the other embeddings using (biased) random walks, the skip-
gram algorithm is used to construct the embeddings from the random walks. In the next
section, we apply metapath2vec on our network.

In [14], it was mentioned that not using these meta-paths (i.e. just applying a random
walk) would result in walks that are biased to nodes that have a high number of paths
going through them or to nodes belonging to a group to which most paths lead. In our
case, this would result in paths that favour broker nodes, see also [37]. Therefore, the
definition of the meta-paths, like “CPBPC”, is important to draw the random walker
away from the broker, and towards the claim nodes, which we are more interested in.

This is the main reason why we will not make a projection to the bipartite network,
as we did for the BiRank algorithm in Chapter 3. Using the bipartite equivalent could
result in paths of the form “CBCBCBC”, hence falsely representing that claims that are
(only) connected via a string of brokers are closely related. This could result in a lot of
unwanted noise on the embeddings, resulting in sub-optimal results.

4.1.2 Applying Natural Language Processing

The sampled metapaths can be seen as sentences where each node is another word in
our vocabulary. The idea is that the skip-gram, which is used for natural language
processing, then takes these sentences and makes representations of the words, i.e. the
nodes of our network. These representations can express the similarity between the
words. The algorithm produces a multi-dimensional embedding. Staying in the context
of real languages, we have that multiple degrees of similarity are possible [25]. In the
paper, the authors mention two intuitive degrees, namely syntactic and semantic sim-
ilarities. Syntactic similarities express the fact that words can have multiple endings,
but still have similar meaning, e.g. fraudster and fraudulent. The semantic similarities
arise by the context of the different words around them. The vector representations of
different words can then be combined using simple algebraic operations to obtain other
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representations. As an example, one can have the following in ideal circumstances:

vector(“Car”)− vector(“Engine”) + vector(“Pedals”) = vector(“Bike”)

The skip-gram algorithm takes a sentence, and for each word, it tries to predict the
words that come before and after that word within a certain range, which is called the
context. The representations of the words and the prediction of the other words in the
context of a given word are calculated using a feed-forward neural network.

The quality of these predictions are measured using the log-probability, which the
algorithm tries to maximise. This is expressed mathematically as follows. Suppose
that we have a sentence of words, i.e. nodes from the network, v1, v2, . . . , vN , then the
function that needs to be maximised, is

1

N

N∑
n=1

 ∑
−c≤m≤c|m 6=0

log p(vn+m | vn)

 , (4.2)

where c expresses the context size. In the case of the skip-gram algorithm, the softmax
function is used for the probability function p(vn+m | vn). For more details on this
algorithm, we refer the interested reader to [26] and [25].

The final embedding representation of the sampled metapaths, after maximising the
log-probabilities, gives us the output of the metapath2vec algorithm. This can then be
used by any traditional machine learning algorithm to do the fraud classification.

4.2 Embedding our Network

4.2.1 Defining the embedding

The network that we are currently using, has four different node types, namely claims,
cars, policies and brokers. This gives us a multitude of possibilities to define the meta-
paths. As we are mainly interested in the claims, we want that the random walker starts
and ends in a claim. Next, we keep the meta-paths symmetrical, like in the examples
we gave above.

We decide to use the following three meta-paths:

P1 : Claim→ Car→ Claim

P2 : Claim→ Car→ Policy→ Car→ Claim

P3 : Claim→ Car→ Policy→ Broker→ Policy→ Car→ Claim

In the same spirit as Section 3.4.1, we will compare the results using all previously
defined metapaths with those obtained when we exclude P3, i.e., when we do not allow
the paths to pass through a broker.

For this, we embed the network into a low-dimensional space of 20 dimensions, where
the walk length is set to 13, which is the number of steps needed to go from one claim
to another via a broker twice. Each claim is also taken twice as starting point.
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4.2.2 The Results

The embedding is fed into a gradient boosting classifier built up of 100 estimators, using
a 60-40 train-test split. The resulting AUC scores for both models, with and without
brokers, is given in Figure 4.2.
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brokers is not allowed.

Figure 4.2: The ROC curve with the AUC of metapath2vec.

We see again that the model is a bit better than random. This shows that there is
some structural information in the network that can point to fraudulent claims. What
is important is that we see that, in terms of the AUC, we have similar but better results
than for the BiRank algorithm. This is surprising, since BiRank incorporates the fraud
data, while metapath2vec only relies on the network structure itself. The trade-off for
this better prediction power is that the metapath2vec method takes much longer to
execute.

As an additional comparison between the BiRank algorithm and metapath2vec, we
overlay both ROC curves in Figure 4.3. We see that the curve from metapath2vec
dominates the one from BiRank most of the time. Especially the dominance in the
upper-right corner is of most interest. When implementing a fraud detection system
in reality, there are additional costs related to misclassification. The cost of flagging
a legitimate claim as being fraud is much lower than not detecting a fraudulent claim.
Therefore, the true positive rate staying higher on the right hand side of the plot indicates
that the metapath2vec embedding is preferable to the BiRank fraud score.

One explanation comes from the fact that we have very few labelled data. When
doing the train-test split, we have fewer fraud data still. This can lead to a dilution of
the data in parts of the network that is too severe, when applying the BiRank algorithm.
As a consequence, we have multiple cases that remain undetected due to the fact that
there are no or very few sources of fraud data left in their neighbourhoods after the split.
The metapath2vec method does not suffer from this, since the embedding is intrinsic
to the network, and the fraud data only comes into play when training the gradient
boosting classifier, like in any other normal fraud detection model. Adding or removing
some fraud labels does not affect the embedding itself, while it does have a significant
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Figure 4.3: The ROC curves of the BiRank and metapath2vec method.

impact on the final result of the BiRank algorithm.

Next to the higher AUC value, we note in Figure 4.2b that the drop in AUC when
not including the brokers is much less severe for metapath2vec than for BiRank. Meta-
path2vec stays slightly better than random, while BiRank without brokers did very
poorly, with AUC scores around 0.44. This again has to do with the fact that the local
network context for claims remains largely the same when the brokers are not considered
for metapath2vec. A metapath containing a broker is also less likely. On the other hand,
excluding the brokers can cut off the fraud information flow for a large portion of the
network when applying the BiRank algorithm.

There are two drawbacks to using the metapath2vec embedding instead of the BiRank
method. The first one is the time it takes to obtain results. In a first step, we need to do
a lot of random walks in the network, which increases linearly with the number of nodes.
Thereafter, these paths are embedded using the word2vec algorithm. Finally, a model
is trained using this embedding to give a classification to the nodes. If we increase the
embedding dimension, the training of our classifier will also take longer. When using
BiRank as a stand-alone method, this procedure goes much faster, because all updates
of the fraud scores happen simultaneously using matrix multiplication. As already noted
before, these scores can, after rescaling, directly be seen as classification probabilities.

A second drawback is that there is some randomness involved. Each time the random
walks are done, they are different than before. This difference alters the solution of the
embedding slightly, which in turn has an effect on the predictive power of the classifier.
We try to show and quantify this effect as follows. The algorithm is repeated 15 times,
and each time, we calculate the AUC of the model as before. The resulting histogram
of the 15 AUC’s is plotted in Figure 4.4. We see that there is some variability in the
resulting AUC. In our example, we have values between 0.5345 and 0.5978. Additionally,
the average AUC is equal to 0.5685, with a standard deviation of 0.0199. This means
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that, although there is some randomness involved, the results are more or less stable
and we can extract meaningful insights from the AUC values.
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Figure 4.4: The distribution of the AUC of 15 metapath2vec iterations.

As can be seen in this chapter and in Chapter 3, the gain in predictive power over
a random model, expressed using the AUC, is limited when only focussing on the social
network. Hereafter, we will introduce a second dataset containing some intrinsic features.
Network features will be added sequentially to these intrinsic features. We start with
simple ones, coming directly from the dataset, but these will gradually become more
complex with the introduction of a.o. the BiRank and metapath2vec features.

In addition, we are going to introduce a second metric to evaluate our model, namely
the precision-recall curve. As with the ROC curve, our main interest will be the area
under this curve. This is called the average precision. Why we do this, is explained in
the next chapter.
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Chapter 5

An Extension to the Dataset and
Additional Metrics

In this chapter, we extend the dataset from Chapter 2 in Section 5.1 in order to extract
meaningful insights. The starting point of this dataset is the same as the one introduced
in Chapter 2, but it introduces the intrinsic, i.e. claim-specific data, to the network. It
is also represented slightly differently, since it already comes in the form of a bipartite
network.

In addition, we define two other concepts to analyse the performance of our model
and its output. The average precision is introduced in Section 5.2.1. Section 5.2.2 deals
with the Shapley value and the accompanying Python library used in this thesis. These
concepts are used to try to get insights into and explain the decision-making process of
our algorithm.

In Chapter 6, this information will be used to iteratively build and evaluate fraud
detection models.

5.1 The Dataset

The new graph will be built out of two datasets, both being a subset of the full portfolio.
As before, the data covers reported claims for car insurance. The first dataset contains
intrinsic features about the claims, e.g. the date and cause of the accident/claim. Fur-
thermore, it also contains some network information, including a reference number for
the contract and the broker.

The second set is the backbone of our network. The data therein shows which
counterparties were involved in the claims. For each of the counterparties, we have
a reference number and the type of counterparty. In case this counterparty is a car,
the table has a column for the type of car (brand and model), and the car’s power.
Other parties can be, e.g., witnesses, passengers, lawyers etc. We note that there is
redundant information when pooling both datasets, since brokers can be present in both
the first and second dataset. We deal with this when constructing the graph in order to
de-duplicate the edges in our network.
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If we make abstraction of the different types of non-claims, and say that we classify all
as counterparty, the resulting network is bipartite by design. Hence, it is not necessary
anymore to do additional projections. It is unavoidable that we are going to use the
word counterparty interchangeably in the narrow sense, i.e. the ones coming from the
second dataset, or in the broad sense, namely all nodes that are not a claim, i.e. those
counterparties in the narrow sense together with the contracts and brokers. It should
be clear from the context which definition we are referring to.

Similarly as before, there is an additional table indicating whether or not a claim was
investigated, and if the investigated claim was deemed fraudulent by the investigator.
We have that around 3% of the claims were investigated, and that in total, 0.3% of all
claims are labelled as fraud.

The constructed network has around 1 750 000 nodes connected by roughly 2 670 00
edges. Of these 1 750 000 nodes, 660 000 represent claims. The rest are counterparty
nodes, of which 800 000 are counterparties in the narrow sense, 300 000 represent con-
tracts, with brokers being around 5 000 nodes in our network. Due to some very rough
rounding of the figures, we are aware that the sum over the different types is not exactly
the same as the total number of nodes. The sensitivity of the data makes this necessary.

Looking at the edges and using the fact that each connection in the network either
begins or ends in a claim, we can summarise them as follows. Starting from a claim,
there are 1 350 000 edges ending in a counterparty, 660 000 connected to a broker, and
650 000 going to a contract.

Additional insights are gained when looking at the different quantiles of the distri-
bution of the edges per node type. This is done in Table 5.1. Some important findings
are that brokers seem to be the glue that holds the full network together. Most of them
connect many claims with each other. The counterparties, on the other hand, seem to
be mostly unique for each entry.

Node mean std min 25% 50% 75% 85% 95% 99% max

Claims 4.07 1.11 3 3 4 5 5 6 8 107
Contracts 2.18 31.51 1 1 1 2 3 4 7 9653
Counterp.s 1.70 27.08 1 1 1 1 2 3 7 9653
Brokers 139.45 685.20 1 5 22 93 195 595 1780 35671

Table 5.1: The summary statistics of the node degrees for the different types of nodes.

All these nodes and connections result in a network of 825 connected components,
the largest of which contains the bulk of the nodes, namely around 1 750 000 nodes.
The second largest is only 109 nodes big.

This network will be studied in the remainder of this thesis. The next section intro-
duces new metrics to better understand the models that we are going to build for the
analysis of this network.
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5.2 Additional Metrics

5.2.1 Precision-Recall Curve

In the previous chapters, we have worked with the AUC as the sole metric to measure
the predictive power of our model. Here, we introduce another, namely the average
precision and the precision-recall curve [33]. As the name suggests, we need two metrics
to construct this curve. This is similar to the ROC curve for the AUC. Using the notation
as in Section 3.3.2, we define the precision as follows:

Pr =
TP

TP + FP
.

Hence, the precision denotes the fraction of the observations that are predicted to be
positive is actually positive.

The recall on the other hand is an old acquaintance. It is define as

R =
TP

TP + FN
,

which is in fact the definition of the true positive rate from Section 3.3.2.
Similarly to the ROC curve, the precision-recall curve is plotted using different cut-

off points for the predicted probability of an observation being positive or not. The
recall is plotted on the x-axis and the precision on the y-axis. A similar analysis with
the starting and ending point of the precision-recall curve, as for the ROC curve, is not
fully possible. If we set the cut-off at 0, we already know that the recall (R) will be
equal to 1. When looking at the precision, we have that all observations are labelled
positive. This means that the denominator, TP+FP, will be equal to all observations,
and the number of true positives is equal to the number of the positive observations in
the set. Hence, the end point of the curve will be at 1 on the x-axis, while its y-value
will be equal to the percentage of positive observations in the dataset. In our case, this
is 0.003.

For the case where the cut-off is as high as possible, i.e. where the recall is 0, we
cannot say anything about the precision. Ideally, it should be 1, but any other value
between 0 and 1 is also possible.

Also for the precision-recall curve, we are interested in the area under the curve. As
before, a higher area is better, since a higher precision gives us a higher confidence in the
fact that an observation that is labelled positive is actually positive. As noted in [35],
this area is equal to the average precision. Illustrations of this will be given in Chapter 6
when building the model.

The remaining question now is why we introduce another metric, if we have already
the AUC to work with. As discussed in [12] and corroborated by [29], the accuracy
results coming from the AUC may be misleading when dealing with a highly imbalance
dataset, i.e., one with a large number of negative labels and only a few positive. The
average precision is a better metric in this case.

It is not claimed, however, that using the AUC is completely false. The paper [12]
shows that there is a one-to-one correspondence between precision-recall and ROC curve.
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It proves an even stronger result that says that if one ROC curve dominates another,
then the corresponding precision-recall curve of the first also dominates the second, and
vice versa. Here, dominating means that all the points of the curve are above or equal
to the points of the other curve. This implies that a higher AUC will lead to a higher
average precision. Only when the curves cross, it could be that one has contradicting
results depending on the metric that is used.

In [29], one can see that the AUC may give overly optimistic results when analysing
the performance of a model. It is shown via simulations that the correlation between
the AUC and average precision goes from 0.990 for a perfectly balanced dataset to 0.706
for the case when the positive cases only make up 0.99% of the dataset. In our case, we
have that only 0.3% of the claims are labelled as fraud, so this imbalance is even more
pronounced.

We now have a better understanding of the different metrics for evaluating our model.
In the next section, we are going to investigate how we can get additional insights from
the model. These insights are important to investigate whether the classification seems
plausible.

5.2.2 The Shapley Value and the SHAP Package

Most of the machine learning models beyond the most simple one are seen as black
boxes, where it is hard for a human observer to understand why the inputs lead to a
particular output. In this thesis, we rely on the Shapley value [34] to make the decisions
of the classification algorithm interpretable.

The original paper of Shapley [34] deals with games played with n players. The
Shapley value tries to capture the contribution of one player i to the final outcome of
the game. Translating this to a mathematical model, the Shapley value captures the
effect of the different features on the outcome.

In order to come to the mathematical formula from [23], we need to introduce some
new concepts. These notations will be a mix of those in the paper [23] and the book [27,
Chapter 9]. We denote our model with f . This model gives an output f(x) for a specific
input vector x with the feature values. For this x, we introduce the simplified input x′,
which is linked to x via the function hx, where hx(x′) := x. Using this function, we can
define gx(x′) = g(h(x′)).

In what follows, we take x′ ∈ {0, 1}N , where N denotes the number of features. The
function hx(x′) can then be interpreted as selecting those feature values for which the
entry is 1 in x′. The way in which this particular function operates becomes clear when
combining it with our model f . If we take z′ ⊆ {1, 2, . . . , N}, we define:

fx(z′) :=

∫
f(x1, . . . , xN )dPx′i /∈z′ , (5.1)

hence, we integrate out the effect of those particular features values that are not selected
by z′. Then, the Shapley value of feature j is given by

φj(f) =
∑

z′⊆{1,...,N}

|z′|!(N − |z′| − 1)!

N !

(
fx(z′)− fx(z′\{j})

)
. (5.2)
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We make the convention that φ0 = f(hx(0)), which is the average prediction of our
model per Equation (5.1).

The Shapley value can be interpreted as the average contribution of the feature to
the outcome, i.e. the change in value, after introducing the feature value j. We start
with a particular choice of features to include. We then look at the change in prediction
before and after adding feature j to the set of selected features. This is repeated for all
possible combinations of features. The average over all these contributions is used to
define the overall contribution of feature j to the prediction.

The SHAP values (SHapley Additive exPlanation), introduced in [23], give the effect
of the different features by going from the average prediction to the actual prediction
using conditional expectations. Here, we have that fx(z′) = E[f(z) | zS ], where S
represents the features chosen by z′. This is illustrated in Figure 5.1. For more detail,
the interested reader can consult the paper [23].

Figure 5.1: Illustration of the SHAP values. Source: [23].

Figure 5.1 is an illustration of what is done for 1 observation. The full effect of a
feature j comes from looking at all the contributions φj over the different values of the
feature j for all the observations in the dataset.

In the following chapters, plots generated via the SHAP package in Python will be
used. These will make the interpretation of the SHAP values and how they can be used
to explain a model more tangible. A detailed discussion on the resulting plots is given
in Section 6.1 when the first plots with SHAP values are presented.
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Chapter 6

Constructing a Full Model for
Fraud Detection

This chapter will use the newly obtained dataset from Chapter 5 to build a fraud de-
tection model with a host of different features. The model will be built iteratively to
see the effect of the different features. The first model is based on the intrinsic features
alone. This closely resembles what is done for classic fraud detection model, where one
does not incorporate network features. Thereafter, we introduce the network data to
our model. We start with the most simple data, which can quickly be determined from
the dataset itself. Both these models are the item of study for Section 6.1.

Then, we incorporate what we have learned in Chapter 1 from the literature. We
start by introducing the basic network features in Section 6.2, e.g., the degree centrality
and geodesic distance of the nodes.

Finally, Section 6.3 applies more advanced embeddings. We start by applying the
BiRank algorithm to calculate the fraud scores and see if further improvements for our
detection model are gained. The last part of the section is about the metapath2vec em-
bedding. This will introduce multiple new features to our data. It includes a discussion
on the effects that this has on the interpretability of the model.

Whenever possible, we reflect on the effect that the different features have on our
outcome, using the SHAP value from Section 5.2.2. This makes it possible to see if the
resulting models correspond to our intuition on what may give away a fraudulent claim.

6.1 The Basic Features

Section 5.1 gave a first short introduction on the new dataset. In this section, we go into
more depth in the available data. Using the data at hand, we construct new features
that are deemed to be more predictive. Hence, the first part of this section deals with the
feature engineering that is done, and the second part covers the resulting performance
and interpretation of the model.

A first selection of features can be used right out of the box. These include the code
for the specific cause of the claim/accident and the product family the policy belongs

57
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to. To supplement these features, we do some feature engineering based on the data at
hand and on expert insights from the literature.

In [36], it is mentioned that most staged accidents happen at late hours. Therefore,
we construct a feature that expresses the hour of the accident. When no hour is available,
we set it equal to 12 o’clock, i.e., noon. The judgement made to do this, is based on the
information that the police is often called when the accident is staged [36]. Thus, we
believe that fraudulent claims, happening at night, will most likely have the right time
stamp. Putting missing hours to, e.g. 0, would skew the results for claims happening
late at night.

Furthermore, the paper [5] applies discrete choice models to analyse the impact of
different features on the probability of fraud for car insurance claims in Spain. It must
be noted that the results in [36] and [5] are sometimes conflicting. As an example, when
a police report is available, the chance of (organised) fraud is higher according to [36],
but it lowers the chance in the models constructed in [5]. As such, we take the features
as a source of inspiration, but we do not bias our expectations using these papers.

The resulting features are as follows. For each claim, the date of the accident and
the date of reporting is available. From this we distil multiple features. The first is
the reporting delay, which is the number of days between the occurrence and reporting
date. We cap this value at 90 days to avoid extreme outliers that can skew our results.
In addition, we extract both the day and month of the accident. This way, we can try
to uncover seasonality effects. In winter months, it is dark longer, so it is possible that
fraudsters have a longer time frame to set up illicit accident scenes.

With the above mentioned features, we train a full model. We use the gradient
boosting classifier with 100 estimators and a maximal depth of 2. For this final model,
we calculate the AUC, average precision (AP) and the SHAP values. The first two values
are used to compare the different models that are built in this chapter, and the last is
used to see the effects and importance of the features within the models.

This first simple model results in a classifier with an AUC of 0.752, but an AP of
0.012. Both graphs corresponding to these metrics are plotted in Figure 6.1. This small
average precision is inherent to our problem, since the labelled data is highly imbalanced.
The authors of [5] refer to a study that claims that only 1 in 3 illicit claims are actually
detected [9]. So, for each fraud that is picked up by the insurance company, there are
two that stay under the radar. If we accept this number, we have the following result.
Assume that we have access to a perfect model that can classify all claims according to
reality. If we were to compare its results with the labels in the dataset1, one would find
that the precision of this model would only be 1/3.

We now move to the SHAP values and the graphs that are produced by the package.
We start with the summary plot. Here, the features are ranked with the most important
feature at the top. The importance of a particular feature is measured by taking the
mean of the absolute values of the SHAP values of all observations for said feature. In
addition, a dot is placed for each observation per feature that represents its SHAP value,
where a higher SHAP value means that this observation has a higher inclination to be

1Here, one needs to assume that a fraud label is always correct.
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Figure 6.1: The curves for the simple model with only the intrinsic features.
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Figure 6.2: The summary plot for the first model with only intrinsic features.

fraudulent according to the feature value. All these dots are coloured using the feature
value, where red represents a high value and blue a low one. The combination of this
information helps us to gain an understanding of how the different features affect the
final classification probabilities.

Our very first summary plot is given in Figure 6.2. There are two things that we
can notice right away. The first is that the cause of the accident is the most important
predictor for our dataset. Notice how there are no colours for this feature and the one
corresponding to the product family. This is not a problem for us, because being a
“high” or “low” product family has no meaning at all. The second observation made is
that the reporting delay seems to be correlated with the chance of being fraudulent. The
blue dots, i.e. shorter delays, have a higher SHAP value than red dots, which correspond
to higher reporting delays. This seems to be reasonable, since a fraudster will most likely
not sit around for a couple of months before filing a claim to get paid, after staging an
accident.

However, it is clear from the explanation of the summary plot that a lot is going
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on and that much information is condensed into one figure. More detailed insights are
obtained by studying the dependence plots. In these figures, one can plot the SHAP
values for one particular feature. Here, additional colours are added representing the
value of the feature that interacts most with the selected feature under consideration.
This secondary information is of less importance to us and will mostly serve as an
aesthetic characteristic of the plots.

The four dependence plots corresponding to the reporting delay, hour of the accident,
month and day of the occurrence are given in Figure 6.3. They give us the following,
more detailed insights. The very short reporting delays seem to be associated with higher
SHAP values, while longer ones do not seem to indicate more or less fraud. When looking
at the time of the accident, we see that both the left and right tail have higher values.
This corresponds to the nightly hours, and corroborates the above-mentioned hypothesis
that illicit accidents are more likely to be staged at night. Next, we notice that the SHAP
values indicate that accidents happening on a Sunday have a higher probability of being
fraudulent than on other days, although this is not very pronounced.
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(b) The hour of the accident.
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(c) The month when the accident happened.
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(d) The day on which the accident happened.

Figure 6.3: The dependence plots of the four intrinsic features.

Finally, we consider the dependence plot for the month of the accident. We notice
that there seem to be some sort of seasonality, where claims reported in May have
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much higher SHAP values than the rest of the months, with some outliers in December.
Currently, there is no explanation as to why this is.

The model we have described in this section will serve as a base-line. In the following
sections, we add different network features sequentially. We start with very simple and
basic network information, and move to the more state-of-the art embeddings using the
BiRank and Metapaht2vec algorithms.

6.2 Simple Network Features

The first network features that are used for the new fraud detection model, are extracted
from the dataset directly. Each claim has information on different counterparties that
are involved, e.g., passengers and third-party witnesses. This is summarised by assigning
the number of each type of counterparty to each claim node. The data itself contains
a multitude of different kinds of counterparties. To keep the results tangible and avoid
having features where most entries are zeros, we only consider three different counter-
party categories. These are the two mentioned above, namely other passengers in the
car and other witnesses, and we add to that the number of lawyers involved2.

The next set of network information, we have already used in the model constructed
in Section 3.4.5, namely the geodesic distance. Closely related to this, is the number of
cycles the node is a part of. A cycle is a path that begins and ends in the same node,
and that does not use the same connection twice. When a node is not part of a cycle,
we cannot calculate its geodesic distance, and we artificially set both values equal to 0.

The last set of simple network features are different centralities. These measure how
information can flow in the network and which nodes serve as crucial links. In this
thesis, we utilise three of them, namely the degree, betweenness and closeness centrality.
The last two values require extensive calculations since they rely on the position of the
nodes to all other nodes and possible paths (see Section 1.3.1). For this, we will use
approximations.

These approximations are based on [11] and [16]. Both use a similar reasoning to
estimate the metrics. They start with constructing a (small) subsample of the nodes
in the network, call it C, for which the centralities are calculated exactly. For the
other nodes, they make use of a pivot. This is where the two approaches differ. In the
explanation of the procedures, we do not go into full detail since this is outside the scope
of this thesis. The goal is to bring the main idea across. The full details can be found
in the corresponding papers.

The closeness centrality of node j is based on the average distance to all other nodes
from node j. Hence, we only need to estimate the total sum of all distances for j. For
the closeness centrality [11], the pivot of a node j is defined as the node in the original
subsample C that is closest to it, according to the distance measure, and this is denoted

2It must be noted that the usage of lawyer information may skew the results. If we know one or more
are involved, it is likely that the claim is already being investigated as a fraud. This information is not
available when a new claim comes in and the domain expert has to decide if it is illicit or not. Hence, it
is possible that some data leakage may occur.
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by c(j). We are working with an undirected graph, i.e the distance metric is symmetric,
so if for each node in C, we have the exact distance to all nodes in the network, we
can pick any node at random, and say that we have the exact distance from it to each
one in C. Therefore, we can already sum these distances between j and those of C.
The particular idea in [11] is to focus more on nodes that are far away from j, which
we measure as being further than a particular distance from the pivot c(j)3. An extra
part is added to the sum. This term is constructed as the sum of all distances from the
pivot c(j) to every node in the network that is far away from j. The authors noted that
far away nodes were not well represented in the classical approximations, while these
outliers influence the exact calculation, which is based on the mean, in an important
way. The interested reader can go into more detail in the paper [11].

When looking at the betweenness centrality [16], a pivot is any node that is part of
the subsample C. Since the betweenness centrality for a node j is based on the shortest
paths passing through j, this approximation is done using the shortest paths between all
pivots. For this problem, the authors noted that the results coming from the classical
approximations are skewed when the node j is too close to the starting node in the
path. Therefore, a bisection scaling is applied. This entails that we take a shortest path
between two pivots s and t, and if j is in the first half of the path, we say it is too
close to the pivot s and we do not use this path for the calculation of the betweenness
centrality. The interested reader can go into more detail in the paper [16].

For our model, we made the approximation of the betweenness and closeness central-
ity using a subsample of 10 000 nodes. The resulting features can now be incorporated in
our model. As we have already done many times in the past, we use a gradient boosting
classifier with 100 simple learners. The results are as follows. The new model with the
simple network features has an AUC of 0.793 and an average precision of 0.018. This is
already a good improvement over the basic model, where the AUC was equal to 0.75 and
the average precision was 0.011. We plot the ROC and precision-recall curves for both
the base model and the new one in Figure 6.4. It can be seen that the ROC curve with
network features dominates the one without, for the most part, indicating that we are
dealing with a superior model. There is, however, some crossing of the precision-recall
curve on the left.

The above results show that, in our case, the information contained inside the network
adds to the prediction power of our fraud detection model. Next to the fact that we
know that the network model seems to be superior, we are interested in why it is better,
i.e., which network values affect the model in what way. We turn to the SHAP value to
gain these insights.

Firstly, we turn our attention to the summary plot in Figure 6.5 It can be seen that
some network features are very important, according to their SHAP value. The most
important one is the betweenness centrality, with the degree centrality in third place.
On the other hand, the Closeness Centrality and TE, which denoted the number of

3This distance varies with each node j in the network, and depends on the distance from j to c(j).
Otherwise, it could be that the node in question would be defined as far away from itself, which would
be less than ideal.
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Figure 6.4: The curves for the simple model (orange) with only the intrinsic features
and the one with the simple network features added (blue).

witnesses, bring no added value to our model.

On the summary plot, we can already make some preliminary conclusions. For our
network, a higher degree is associated with a larger chance of fraud, and the same is
true for the number of cycles, although this is less pronounced. This can give away a
fraud ring, where multiple parties are involved, and where they work closely together in
staging the illicit accidents. This results in a high degree for the different claim nodes.
Also, the number of (shortest) paths going through these nodes will be higher, and hence
increase the betweenness centrality.

On the other hand, the number of third parties involved (expressed via TI) seems to
impact the fraud chance negatively. The blue dots (few third parties) are on the right
side (positive SHAP value), while red dots (multiple TI) are on the left side (negative
SHAP value). Other SHAP values appear to be less interpretable.

To end this section, we analyse the dependence plot for the degree and betweenness
centrality. On Figure 6.6a we have the betweenness centrality. The general trend indeed
seems to indicate that a higher value is associated with a higher SHAP value. However,
due to the presence of some outliers, the plot is less clear to interpret.

The plot for the degree centrality in Figure 6.6b is much clearer. We can easily see
that a higher degree is associated with a higher chance of the claim being fraudulent.

In this section, we have seen that even simple network features can already give
novel insights when hunting for illicit claims. In the next section, we proceed with more
advanced methods, namely the BiRank and metapath2vec algorithms, to see if we can
increase the model’s performance even still.

6.3 Advanced Embeddings

In this section, we utilise multiple state-of-the-art algorithms to extract information from
a social network in order to increase the performance of a fraud detection model. We
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Figure 6.5: The summary plot for the model with the simple network features included.
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Figure 6.6: The dependence plots for the centrality measures.

begin with the BiRank method. We explain how we adapt the train-test split and the
additional information we extract from it, which were not used before. Afterwards, we
move to metapath2vec and see how this one influences the model performance with and
without the fraud scores coming from BiRank.

6.3.1 BiRank

The way the BiRank algorithm works is explained in Chapter 3. There, we focused on
the scores as they came out of the algorithm. In this section, we extend the procedure
based on what is done in [28], where the authors used summary statistics from the
neighbourhood of the node as additional features in the model. More precisely, they
looked at the first- and second-order neighbours and calculated the first quartile, median
and maximal fraud scores. Since it is not possible for this thesis to do this in a time-
efficient way, we will focus only on the first order neighbours. The scores we use will be
the standardised ones.

As already mentioned before, the hard part is to have a meaningful train-test split,
since training your model also incorporates the fraud labels. We will use a combination
of the inductive and transductive procedures as discussed in Chapter 3. The training
set is taken and split into two parts. In the first step, we keep the labels from the
first part and discard the ones from the second. We let the BiRank algorithm run until
convergence and keep the resulting scores for the second set for the future feature values.
Hence, this follows the transductive approach. Afterwards, the scores for the test set are
calculated using the obtained values from above, i.e., using the inductive approach.

One important remark to make, is that we will have to adapt the train and test data
when calibrating the whole model. We can only use the second part of the full train
set from before, since the first part already incorporates the fraud labels. If we would
incorporate all nodes, this would result in massive data leakage, which would result into
a useless model.

We enhance the BiRank scores in the same way as we did before. For the claim
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nodes in the train set, we look at their claim neighbours, which corresponds to their
strict second degree neighbours in the bipartite network. As before, we exclude the
brokers to sample these neighbourhoods from the network. This will exclude claims
from the neighbourhood that can only be reached via a broker. We deem these to be
too far away. Since brokers are in many cases connected to various claims, excluding
these make the neighbourhood construction faster, since significantly fewer claims can be
reached from a given node. Hence, this speeds up the computing time of the algorithm.
The nodes corresponding to the claims in the test set are also excluded for this first part.
When no neighbours are found, we set the three summary statistics to zero. The four
new features, namely the BiRank standardised fraud score, the first quartile, median
and maximal value of the first order claim neighbourhood, are added to the feature set.

As always, we fit a gradient boosting classifier with 100 weak learners. This results
in an AUC of 0.759 and an average precision of 0.009. It seems that adding the BiRank
data does not add much to the performance of the model. When looking at the summary
plot of the SHAP values on Figure 6.7, we see that the BiRank features seem to be the
highly important ones. The results of the graph are not always in line with the intuition.
What is clear, is that when a node at least one neighbour with a high fraud score (high
n1 max), the model says that that node is more likely to be fraudulent as well.

On the other hand, for the standardised BiRank scores themselves, we see that some
of the higher scores actually lead to a fraud prediction that is lower. This may be caused
by interactions with other features, that the SHAP values were not able to separate.
Looking at Figure 6.8, we clearly see the interaction with the n1 max feature. We
already see that a higher n1 max value gives you a higher SHAP value. This is amplified
if this is in combination with the node itself also having a high score. This can be seen by
the red dots having a higher SHAP value. Hence, if both the node under consideration
and at least one of its neighbours has a high fraud score, than the former is more likely
to be an illicit claim. This pattern is reversed when the n1 max score is very small. This
means that the model gives lower fraud probabilities to nodes with a higher standardised
BiRank score if all of its neighbours have a very low score. This may explain a group of
red dots on the left in Figure 6.7 for StdScore.

6.3.2 Metapath2vec

The final set of features that will be added, comes from the metapath2vec algorithm.
As we are working with a bipartite network, we need to be careful when defining our
metapaths. As mentioned in Chapter 5, the bipartite network consists of claim nodes
and counterparty nodes (in the broad sense). These counterparty nodes actually consist
of three sub-types, namely the contracts, brokers and counterparties (in the narrow sense
of the word). Our network itself is only aware of these three types together with the
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Figure 6.7: The summary plot for the model including the four features coming from
the BiRank score.
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Figure 6.8: The dependence plot for the model for the n1 max scores.

claim type. Therefore, the metapaths are defined as follow4:

P1 : Claim→ Counterparty→ Claim

P2 : Claim→ Contract→ Claim

P3 : Claim→ Broker→ Claim

In order to capture the structure of the network well, we take our paths to have
length 9. This way, each path will contain 5 claim nodes. Each of the nodes will be
considered two times as a starting point. As before, the dimension of the embedding is
taken to be 20.

These 20 new features are added to the rest. We make two models to also capture the
marginal effect of adding the metapath2vec embedding. One with the BiRank features
included and one without these fraud scores.

The resulting model without the BiRank scores, which is a gradient boosting classifier
as before, obtains an AUC 0.792 with an average precision of 0.017. This is similar to
the model without the metapath features.

There are three possible explanation why we do not see further improvements. The
first is that the additional network features do not add any additional information when
it comes to fraud detection. Secondly, it may well be that the 100 weak learners are
not enough to deal with the complexity of all the different features that are now part of
our embedding. Hence, the model would be underfitting. A third explanation would be

4In Chapter 4, we mentioned that the bipartite structure may have unwanted consequences for the
embedding. Here, however, the dataset was given in bipartite form. A further point of study would be
to construct a 4-partite network from this dataset. Due to time constraints, this is outside the scope of
this thesis.
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that we have reached the limit of what is possible to predict with this dataset, and an
AUC around 0.79 and AP of 0.02 is the best we can hope for. This would be a result of
the fact that only a handful of claims can be investigated by the domain expert, with
multiple fraudulent claims going unnoticed as a consequence. The model analyses all
claims and can flag some of these unlabelled claims. This results in lower AUC and AP
performance. We will deal with the first possible problem below. The others are outside
of the scope of this thesis.

The first problem can be investigated using the SHAP values. These numbers will
only be indicative of the importance of the feature. Interpretability is not possible, since
a high value of one or multiple features coming from metapath2vec will be abstract with
no interpretable link to reality.

For our analysis, we have calculated the values for all 20 features, which are numbered
from 0 to 19. The result is represented in Figure 6.9. From the twenty feature that are
shown on the plot, half of them come from the metapath2vec algorithm. It seems that
the individual features do contain important information that helps to identify illicit
claims.

To end this section, we add the BiRank scores once again. We get similar results as
before, namely an AUC of 0.792 and an average precision of 0.014. For completeness,
we give the ROC curves and the precision-recall curves of the base model and the full
model in Figure 6.10. Here, the curves behave similarly as before.

Above, we have two contradictory conclusions. Using the AUC and average precision,
some gains were made over the initial model when incorporating the simple network
features. However, when adding more information using the BiRank fraud scores and
metapath2vec embedding, we saw no real improvements. On the other hand, the SHAP
values indicated that these were important for the final fraud detection probabilities. In
the next chapter, we dive deeper into these results.

We are going to look whether network features are able to detect fraud cases that
would go unnoticed when only using intrinsic features. This is done by studying whether
there is any complementarity in the predictions of the different models. If this were not
the case, both the network and intrinsic features would contain the same information,
which would explain why the AUC and AP do not change. Then, the incorporation of
network features only results in unnecessary extra work.



70 CHAPTER 6. CONSTRUCTING A FULL MODEL FOR FRAUD DETECTION

1500 1250 1000 750 500 250 0 250 500
SHAP value (impact on model output)

Geodesic distance

Number of cycles

8

SI01_C_FAM_PROD

1

4

Month_Accident

16

11

6

18

TI

14

Closest_Hour

Reporting_delay

degree

7

17

SI01_C_CAU

Betweenness Centrality

Low

High

Fe
at

ur
e 

va
lu

e

Figure 6.9: The summary plot including the 20 embedding features from metapath2vec.
These are represented by the numerical values in the plot.
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Figure 6.10: The curves for the simple model (orange) with only the intrinsic features
and the one with all the network features added (blue).
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Chapter 7

The Added Value of Using Social
Network Analysis

The previous chapter combined the different kinds of network features into multiple fraud
detection models. On the one hand, we saw that there is some additional predictive
power present in the network models. On top of that, the SHAP values indicated that
they make an important contribution to the predicted chance of fraud.

However, on the other hand, this additional predictive power was not reflected in the
models using both the intrinsic and network features. In some situations, the AUC and
AP metrics were worse than before. This encourages us to take a step back and study
whether it is indeed sensible to include these network features.

In this chapter, we use another approach to prove or refute the information gain
by using network features for our problem, i.e. the detection of claim fraud for this
particular database. This will be done by studying the complementarity of the fraud
predictions. More specifically, we are going to look at the predictions of illicit claims
coming from both a model with intrinsic and one with network features. In case we see
that the flagged cases have a large overlap, both the intrinsic claim data and the network
data point in the same direction. Therefore, including the latter does not make much
sense. If, on the other hand, there is complementarity, i.e., the network model points to
other fraud cases, there really is a case to be made for the inclusion of these embeddings
in fraud detection models. When we are in this situation, we need to give an answer to
the question as to why this does not show up in the performance metrics like the average
precision and AUC.

The build-up of this chapter is as follows. We start in Section 7.1 with the theory
behind the lift curve and the complementarity measure used in this thesis. Afterwards,
we apply these to the models constructed before in Section 7.2. Finally, Section 7.3
discusses the conclusions we can draw from this.

73
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7.1 Comparing the Models

In this section, we introduce how we are going to study whether social network features
bring anything new to the table. This is based on the ideas given in [40]. There, the
authors analyse the performance of different models that use social network information
to predict customer churn for telecom operators. The paper starts with the lift curve
and extends that idea to see the complementarity of the models. This complementarity
is exactly what is of interest for us in this chapter.

We start with the lift. Suppose we interpret the output of the classifier as the
probability of a claim being fraudulent. We look at those claims with the highest p%
of scores. For this subsample, we calculate the proportion of claims being illicit, call
this rp. This number rp is then compared with the overall percentage of fraudsters in
the whole dataset, denoted here by r. The lift at level p is now equal to l =

rp
r . This

expresses how much higher the concentration of fraud score is in this sub-set, compared
to the overall population. The lift curve plots the lift lp for different levels of p. This
will be illustrated in the next example.

Example 7.1. We come back to the network from Example 3.1, which is reshown in
Figure 7.1. Contrary to Example 3.1, we assume that both claim C1 and C3 are fraud-
ulent claims. To keep this illustration simple, we take only C1 as our training set, and
all other nodes as our test set. The BiRank algorithm is applied using the transductive
method, i.e. we do all calculations just once immediately on the full network, but with
only the fraud label of claim C1 included. Hence, the resulting fraud scores are the same
as in Example 3.1. C3 has the highest score, then C4, and finally there is claim C2 with
the lowest.

C1

C2
C3

C4

P1

P2

P3

P4

Figure 7.1: The bipartite network from Example 3.1. The counterparties are in dark
blue and the claims in light blue.

The results from the test set are used to construct the lift curve. In this case, we
have 1 fraud case over a total of 3 claims filed. This gives us an r = 1

3 ≈ 33.3%. Since
we only have three points, we only need to consider two probabilities p to know the full
lift curve, namely 33.3% and 66.6%.
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For the first level, we only have claim c4 in the set of claims with the highest scores.
Since this one is a fraudulent claim, the fraction rp is equal to 1. This gives a lift of
lp = 1

1
3

= 3. It is then easily checked that for p ∈ [33%, 66%], the lift is equal 3
2 , and for

all other values p higher than 66%, the lift is equal to 1.

As already mentioned above, the main object of interest for this chapter and the thesis
is the complementarity, or the lack thereof, between a model using intrinsic features and
one utilising network features. We follow the approach of [40] and build on top of
the idea of the lift curve. As for the lift, we select the claims with a probability of
p or higher of being fraud according to the two different models we want to compare.
The complementarity of both classifiers is measured using the ratio of fraudulent cases
detected by the first model that are not flagged by the second model, and vice versa.

If this ratio is close to 100%, the models are highly complementary and detect differ-
ent segments of fraudsters. On the other hand, if the ratio is close to 0%, the classification
results of one model can be substituted by those of the other model. Hence, it does not
make much sense to use both models.

The hard part here is to choose a meaningful level of p to compare these models.
If p is chosen too high, almost all claims are considered, which results in low fraction.
Suppose on the other hand that we have two models that both have the fraudulent
claims ci and cj as their top 2 highest scoring claims. However, due to some randomness
in the training stage, we have that, according to model one, we have P1(ci = 1) = 0.987
and P1(cj = 1) = 0.985, but for the second model, it is the other way around, i.e.
P2(ci = 1) = 0.985 and P2(cj = 1) = 0.987. If p is set so small that we only look at the
claim with the highest probability, we only consider ci for model 1 and cj for model 2.
Therefore, we get that the ratio of frauds detected by the first model, but not flagged
by the second is equal to 1. The other way around, we again have a ratio of 1. Hence,
this very low value of p would indicate that both models are completely complementary,
while in reality they give very similar results1.

In the next section, these concepts will be applied to the different models we have
developed in the previous chapter.

7.2 Application and Results

In the same spirit as the previous chapters, we are going to gradually build to the ultimate
model incorporating all network data. In this section, we will show the complementarity
results for five different cut-off points. We look at the claims with the 1%, 5%, 10%,
20% and 50% highest predicted fraud probability.

Unless stated otherwise, however, we will exclusively discuss the results for the 1%
level. These results are also of most interest for practical implementations. At an
insurance company, the fraud investigators will mostly concentrate on those claims with

1Here, we implicitly made the simplifying assumption that the fraud probabilities for both models
are the same for all other claims in the test set.
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the highest predicted probability. This is because the time of these experts is limited,
so they cannot consider all claims coming in.

7.2.1 The Simpler Network Features

As a start, the model with the simple network features together with the geodesic dis-
tance and the number of cycles is considered. Both the lift curve and a summary of the
complementarity are given in Figure 7.2.
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Figure 7.2: The resulting lift curve and complementarity measure after adding the simple
network features together with the geodesic distance and the number of cycles.

Looking at the plots, we can make out two things. First of all, the lift curve is
higher when this first set of network features is added to the intrinsic features. This
does not come as a surprise, since we also saw that the AUC was better, hence the fraud
predictions are more reliable. This has as an effect that we capture more true positives
with the top percentiles of the predicted probabilities. We see on Figure 7.3a, e.g. that
amongst the claims with the 5% highest score, the ratio of illicit claims went from around
5.5 times that of the general dataset to almost 7.

Secondly, the complementarity gives additional insights. The addition of just these
simple network features make both models already quite complementary. This is, e.g.,
visible for the claims with the 1% highest predicted probabilities. Of all the fraudulent
claims that are picked up by the model with the network features added, 38% of them
are not uncovered using just the intrinsic features. However, the reverse is also true.
37% of the uncovered illicit claims using only the intrinsic features were not picked up
by the model with the additional network features. This shows that the new network
model does not simply detect more cases2, but that the models carve out different parts
of the illicit claims in the dataset.

2In which case the height of the light blue bar would be close to 0.
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Now, we move one step further. On top of the features of the previous model, we
add the two centralities, namely the betweenness and closeness centrality. The graphs
on Figure 7.3 already give a slightly different picture. Recall from Section 6.2, that the
AUC for this model increased from 0.752 to 0.793 and the average precision went from
0.012 to 0.017. Hence, this model is already superior to the simple model, according
to these two measures. The lift curve in Figure 7.3a gives a similar conclusion. The
ratio of cases actually being fraud for the high prediction probabilities seems to be much
higher than for the model with only intrinsic features. For the top predictions, we have
that this concentration is almost 8 times higher than for the full dataset. For the former
model having only the intrinsic features, this was around 5.5.

When we look at the complementarity, it can be seen that the fraud cases detected
by the simple model but not by the network model has gone down. The other way
around, this number has increased to 48%. This shows that this new model is more of
an extension to the first model than when not including the centralities.
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Figure 7.3: The resulting lift curve and complementarity measure after adding the simple
network features together with the geodesic distance and the number of cycles.

However, for the highest 1% predicted probabilities, we still see that 1 in 5 of the
frauds from the simple model is not labelled as such by the model with the network
features. Hence, this new model still picks up on different patterns and fraudulent cases
when using the network information.

Next to these simpler network models, we are interested in how and if the network
embedding algorithms add additional information.

7.2.2 The Network Embeddings

This final section deals with the network embedding algorithms as introduced in the
Chapters 3 and 4. As always, we start with considering the BiRank fraud scores and
then afterwards, we study the metapath2vec embeddings.
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Compared to the previous section, we are not going to jump directly to a full model
with intrinsic features. We are first going to analyse the information and complemen-
tarity coming from the embeddings as is. Only in a second stage, we add these features
to the intrinsic and simple network features to form a final conclusion.

We start with the BiRank scores. As a reminder, we not only use the standardised
fraud scores, but the minimal, median and maximal scores of its first order claim neigh-
bours. Contrary to prior expectations, the lift curve in Figure 7.4a stays above 2 for
quite some time. This again shows that it has some additional prediction power, even
though the the AUC would say that is only slightly better than random guessing.
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Figure 7.4: The resulting lift curve and complementarity measure for the BiRank algo-
rithm.

The complementarity number in Figure 7.4b show that the illicit cases that are found
by the two models almost do not overlap with each other. This is again a strong case
for the use of network information as a way of finding other fraud patterns in the data.
There is one note of caution when jumping to conclusions. Section 6.3.1 showed that
the BiRank score, as they are implemented now, are not a strong indicator for detecting
new fraud cases. The model with only the intrinsic features (model 1 in the figure) is
superior according to all metrics we have used so far.

So, hypothetically speaking, we could have the following. Say that we look at the
ten claims with the highest scores. Furthermore, we suppose that over the two sets for
the models of ten claims each, there are also 10 fraudulent claims present in total. For
convenience, we call these frauds 1 to 10. Assume now that model 1 has fraud 1 to
9 in its set of ten claims with highest fraud probability, and that the set of model 2
only contains fraud 9 and 10. Then the complementarity measure for the light blue bar
would be 88% (≈ 8/9), while the dark blue bar would have a height of 50%. This would
indicate that both models are highly complementary, but it is harder to justify that we
do have qualitative additional information coming from this second model.

This qualitative issue seem to disappear when adding the BiRank information to
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the intrinsic features. Figure 7.5 shows us very similar results for both models when
looking at the lift-curve. However, there is quite some complementarity in between the
uncovered frauds.
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Figure 7.5: The resulting lift curve and complementarity measure for the BiRank scores
added to the intrinsic and simple network features and the centralities.

Finally, we turn to the 20-dimensional embedding from the metapath2vec method.
The features on their own already have some predictive power, as we also saw in Sec-
tion 6.3.2. This is corroborated by what we see in Figure 7.6a, where the lift curve is
again above 3 for the very high prediction probabilities. Looking at the complementarity
results in Figure 7.6b, we see similar numbers as for the BiRank model.

We add this embedding to the intrinsic, simple network and centrality features. The
resulting numbers, as presented in Figure 7.7, closely resemble of Figure 7.3. We do the
same for the model where all network features are included, so adding both metapath2vec
and BiRank. Not surprisingly, Figure 7.8 results in a similar conclusion as before.

This again shows that adding these network features to the intrinsic ones does not
just uncover additional illicit claims on top of those that were already known. The
complementarity goes both ways. These network features shine a new light on the data
present and point to other patterns hidden in the network.

7.3 Conclusion on Complementarity

To conclude this chapter, we summarise the results. We have seen that the different
techniques of extracting network information made it possible to uncover new patterns
in the data. This gave complementary results when building a fraud detection algorithm.

By studying both the lift curve and complementarity numbers for the top percentage
of the results, we got an glimpse of the real-life performance of these algorithms. Since
a company only has limited resources to study incoming claims, the fraud expert must
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Figure 7.6: The resulting lift curve and complementarity measure for the metapath2vec
embedding.

direct their attention to the claims with the highest probability of being illicit. Hence,
these practical considerations make it important to study this local performance as well,
when building a model, and not base the conclusions on the global metrics, like the AUC
and AP, alone.

The network features are used to pick up the social fraud committed. This involves
multiple actors in order to stage an accident and report a claim. One needs to work
together with multiple people to make sure that a claim looks as legitimate as possible.
These social interactions make it possible to apply the different network techniques to
uncover these fraud rings, something that was not possible before. However, since this
is a new technique, the data on social fraudsters is limited, hence even fewer labelled
data for this sub-category is available. This is a reason why the AUC and AP metrics
did not improve much.

This chapter has shown that, although we did not see much improvements in the
average precision and AUC, it is worthwhile to study these network embeddings to
obtain novel insights and build stronger models for assigning fraud scores to the reported
claims. It will guide the fraud experts more into the direction of social fraudster, which
will ultimately improve the availability of data on the problem.

Although this works shows that there is important information hidden in the network
structure that can help fraud detection techniques, the hardest part is still finding a way
to incorporate this into an effective algorithm. Further study should be directed at how
the two complementary algorithms, namely those with only claim-specific information
and those with network features, can be combined in a meaningful way. Unfortunately,
this is outside the scope of this thesis.
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Figure 7.7: The resulting lift curve and complementarity measure when adding the
metapath2vec embedding to the intrinsic features.
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Chapter 8

General Conclusion

In this thesis, we have studied how network data can be leveraged to enhance the classical
claim specific features in the context of fraud detection algorithms for motor insurance
claims. This was done in multiple steps throughout this work.

In Chapter 1 we started with a basic introduction of what social networks are. To do
this, we introduced multiple definitions of different aspects of these networks that were
needed to build up the different algorithms later down the line. In addition, we discussed
the low-dimensional representations of network information, i.e. network embeddings.
These are crucial to feed network information into machine learning algorithms. It was
uncovered in the literature that there are different kinds of embeddings possible. We
defined the four main branches, namely anomaly detection, guilt-by-association, expert
systems and random walks with NLP.

The dataset used in this thesis was introduced in Chapter 2. The network that we
could extract from this, was a special kind of network, namely a 4-partite network. The
four different node types were the claims (which can be illicit or not), the cars, the policies
and the brokers. This special 4-partite structure made it possible to define projections,
with which we could reduce the distance between claim nodes, and ultimately strengthen
the stability of the algorithms. These projections were constructed in such a way as to
preserve as much network information as possible. We then projected the network down
to its bipartite counterpart. With this, we investigated the possible homophily present
in the data. We saw a tendency for fraudulent claims to cluster together. On the other
hand, these illicit claims were also less connected to the legitimate ones. This was a
strong indication that there was indeed homophily present in the network, which was
crucial for what came next.

Our first fraud detection method, namely the BiRank algorithm, was introduced in
Chapter 3. This guilt-by-association algorithm is built on the assumption that there
is homophily present amongst the filed claims. This chapter was inspired by the work
done in [28]. It was used to detect fraud in our own dataset. The performance was
measured via the AUC using two types of train-test split, namely the inductive and
transductive split. We could observe that the stand-alone BiRank scores gave results
that were slightly better than random guessing, which means that we can extract some
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additional information from the network using this algorithm. Another conclusion we
reached was that the brokers form crucial links in the network. We already saw in
Chapter 2 that the brokers are the ones that hold the other nodes together and give
us a workable network structure. Chapter 3 enforced that they are essential for fraud
information to flow through the network.

Chapter 4 introduced the metapaht2vec algorithm, which can be considered as the
only real embedding method in this thesis. This method combines guided random walks
through the network with natural language processing to obtain low-dimensional rep-
resentations of the network. This algorithm does not incorporate known fraud data to
construct the embedding. It solely relies on the structure of the network and the place
of the nodes in it. We could show that for our network, metapath2vec gave superior
results to the BiRank scores. This was evident for two reasons. Firstly, the AUC value
was higher for the metapath2vec algorithm. Secondly, the shape of the ROC curves
indicated that the results of metapath2vec were more useful when implementing these
in practice. This conclusion was reached using the fact that not detecting in fraud is
more costly for the undertaking than falsely detecting a legitimate claim. Using this
cost-based analysis, the metapath2vec algorithm was clearly superior to BiRank for our
dataset.

We extended the tools at our disposal in Chapter 5. We added new claim-specific
data. Next, we introduced the average precision metric to supplement the AUC. Using
evidence from the literature, we argued that this average precision is more suited to
compare fraud detection models, since its performance was better when the data is
highly skewed. This is the case for this work, since there are far fewer fraudulent claims
than non-fraudulent ones. In addition, we introduced the SHAP values. Since we would
be dealing with much more features than before, these SHAP values helped us to see
the effect of the different features on the predicted fraud probabilities. They also have a
built-in procedure to assign feature importance using the absolute values of the SHAP
values of the different data points.

In Chapter 6, we started with building a simple fraud detection algorithm only using
the intrinsic features. We added the network data iteratively to study the increase of
performance when leveraging this additional data, based on the AUC and AP measures.
The most gains were already booked using the simpler network features, i.e. the degree,
geodesic distance and the centralities. Only minor improvements were observed when
adding the embedding from the BiRank and metapath2vec algorithm. On the other
hand, the SHAP values indicated that these were actually amongst the most important
features in the model.

To analyse the added value of these features, we studied the complementarity and
lift curve in Chapter 7. There, we could clearly see that the algorithms could pick
up on different types of fraud. This new type of fraud, namely the “social fraud”,
is less prevalent in the network, or at least in the part of the network that has been
labelled. Therefore, our methods for embedding the network data did not give major
improvements over the classical algorithms only using claim-specific data. However,
the complementarity showed that this social fraud was more easily uncovered using the
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network features. Hence, it is worthwhile to include these features when hunting for
illicit claims. When time goes on, this will increase the labelled cases of social fraud and
ultimately lead to more high quality data that can show the real power of these network
embeddings.

Although this thesis is extensive and a lot of work has already been done, there is still
much room for further research. We saw that the fraud detection literature incorporating
social networks is still scarce for insurance-related cases. Hence, further research can be
done that compares the performance of more of these network embeddings to each other.
Next to that, it would be interesting to further study how to combine the algorithms with
intrinsic features to those using network data. This thesis showed that feeding all features
together into one simple algorithm may hamper the increase in performance. Other
ways to leverage the complementarity should be investigated. Lastly, a more elementary
study into these methods is needed. In this work, we could only draw conclusions for
our particular network. Further analysis could be done in the structure present in these
kinds of network, and how these can influence the performance of the different embedding
techniques. This would make it possible to extend conclusions reached for the network
of one insurance undertaking to what would be possible at another.
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